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Abstract

During the last several years we have witnessed the emergence of smartphone-
based sensing applications that include activity recognition, urban sensing, so-
cial sensing, and health monitoring. In fact, most smartphones have various
sensors, wireless communication interfaces, a large memory capacity, power-
ful processors and operating systems. These features of smartphones have in-
trigued researchers to develop sensing systems in which smartphones support
or even replace the traditional devices in Wireless Sensor Networks (WSNs).
However, smartphones are not deliberately designed as dedicated sensing de-
vices. Using smartphones as sensing devices opens new sensing possibilities,
but also comes with new challenges, which are introduced below.

When numerous applications are running on a smartphone simultaneously,
they are likely to conflict when acquiring resources such as sensors, memories,
battery, and bandwidth. For example, sensing applications might fail when
simultaneously using sensors on Android smartphones since the sensors like
microphones are exclusive, and cannot be accessed by multiple applications
at the same time. Moreover, continuously sampling data would result in the
batteries of smartphones being depleted quickly.

In addition, smartphones are non-deterministic platforms by design, which
usually add considerable uncertainties to their sensory measurements. For ex-
ample, acoustic data measured by the microphones of most Android smart-
phones are subject to considerable delay and clock synchronization errors of
up to hundreds of miliseconds. Such tolerances lead to inaccurate estimates of
distances between sound sources and the microphones, which are measured
based on time of arrival.

Furthermore, the dynamic mobility of smartphones carried by the users
introduces daunting challenges to information retrieval. These challenges in-
clude the dramatic change of the sensing contexts, the sensing locations, and
the background noises. For example, audio data of a person laughing in a pub
is different from that recorded on a street. These unexpected noises signifi-
cantly influence the development of human-centric sensing systems.
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Short-range radios such as WiFi and Bluetooth offer direct communication
of sending data among phones by a method such as the store-carry-forward
paradigm. However, this approach is challenging because of the dynamic mo-
bility of smartphones carried by users, of which movement patterns are hard
to be predicted.

To this end, we designed a symbiotic-like architecture of smartphone sens-
ing systems using a cooperative and distributed approach through three main
stacks: data sampling, data processing and data dissemination. The architecture
imitates the symbiosis in nature to pave the way for multiple sensing applica-
tions to run seamlessly on a smartphone. We explore and exploit opportuni-
ties given by smartphones to overcome the above challenges. We address tech-
niques to support building and using smartphone-based sensing systems in the
context of Heterogenous Sensor Networks (HSNs). We consider the increasing
number of smartphones, the growing number of applications, the diversity of
sensing capabilities of smartphones, and the dynamic mobility of the smart-
phones’ users. The results of simulations and experiments of our proposed
techniques are consistent with the theoretical analysis. For further research,
we will elaborate and integrate these algorithms into a complete sensing sys-
tem for smartphone-based sensing applications in smart cities.



Samenvatting

De laatste jaren zijn we getuige geweest van de opkomst van applicaties voor
smartphones, waaronder activiteitenherkenning, monitoring van iemand’s ge-
zondheid, "urban sensing" en "social sensing" (waarnemingen in een stedelijke
setting van, onder andere, menselijk gedrag). Dit wordt mogelijk gemaakt om-
dat de meeste moderne mobiele telefoons een veelheid aan sensoren bezitten,
draadloos kunnen communiceren, voorzien zijn van een groot geheugen en
een krachtig besturingssysteem hebben. Deze bijzondere kenmerken hebben
onderzoekers geı̈nspireerd tot het maken van toepassingen normaal voorbe-
houden aan traditionele draadloze sensornetwerken. Hoewel smartphones on-
voorziene mogelijkheden hebben voor deze nieuwe toepassingen zijn ze er niet
specifiek voor ontworpen en bestaan er grote nieuwe uitdagingen bij het on-
twikkelen van deze toepassingen.

Als meerdere applicaties tegelijk actief zijn op een smartphone is het waar-
schijnlijk dat er conflicten ontstaan over het gebruikt van sensoren, geheugen,
energie en bandbreedte. Een voorbeeld is het gebruik van de microfoon door
meerdere applicaties tegelijk. In de huidige systemen is dat onmogelijk om-
dat de microfoon slechts exclusief door een applicatie gebruikt kan worden.
Bovendien zal een continu gebruik van de microfoon al snel leiden tot een lege
batterij.

Smartphones zijn in essentie non-deterministisch, waardoor metingen uit-
gevoerd door sensoren in de telefoon een grote mate van onzekerheid verto-
nen. Bijvoorbeeld, door het optreden van een vertraging van onbepaalde lengte
door het gebruik van "sampling"-buffers en fouten in de kloksynchronisatie
kunnen er fouten van enkele honderden milliseconden optreden bij het meten
van geluid door Android smartphones. Het meten van de afstand tot een gelu-
idsbron is hierdoor niet betrouwbaar.

Doordat eigenaars van smartphones, en dus ook de smartphones, mobiel
zijn en zich niet voortdurend op dezelfde plek ophouden, verandert de context
waarin metingen worden verricht voortdurend. Omdat achtergrondgeluid en
akoestiek anders zijn, is bijvoorbeeld het gemeten geluid van een lachend per-
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soon in een café anders dan dat van dezelfde persoon op straat. Dit fenomeen
heeft aanmerkelijke invloed op het ontwerpen van sensorsystemen waar de
mens centraal staat.

Radio’s voor korte afstanden zoals WiFi en Bluetooth zijn in principe ge-
schikt voor directe communicatie tussen smartphones onderling, waarbij ge-
bruik gemaakt zou kunnen worden van een "store-carry-forward" methode. Bij
deze methode wordt (ontvangen) informatie door een smartphone meegeno-
men totdat deze weer op een andere locatie kan worden doorgegeven aan de
volgende smartphone. De onvoorspelbare mobiliteit en bewegingspatronen
van de eigenaars vormt echter een grote uitdaging.

Om deze uitdagingen aan te gaan is een nieuwe architectuur voor smart-
phones ontworpen die gebaseerd is op symbiotische principes, waarbij samen-
werking en distributie van taken centraal staan. Hierdoor wordt het mogelijk
dat meerdere programma?s op een of meerdere smartphones beperkte bron-
nen kunnen delen en tegelijk actief kunnen zijn op een manier die energie-
efficiënt is. De architectuur bestaat uit drie onderdelen voor data "sampling",
data "processing" en data disseminatie. Dit proefschrift behandelt technieken
die het bouwen en het gebruik van smartphone-sensorsystemen ondersteunen.
Daarbij wordt uitgegaan van toenemende aantallen applicaties en steeds krach-
tiger smartphones, een grote diversiteit aan sensoren in smartphones, en mo-
biliteit van de eigenaars van smartphones. Resultaten van simulaties en experi-
menten zijn consistent met de theoretische analyses. Het proefschrift gaat in op
toekomstig onderzoek, waar de ontwikkelde algoritmes worden geı̈ntegreerd
in complete sensorapplicaties voor intelligente steden ("smart cities").
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CHAPTER 1

Introduction

The emerging wave of technology in human-centric devices such as smart-
phones has paved the way for a large number of sensing applications, such as
activity recognition, environmental sensing, social sensing, and health moni-
toring. In particular, most people nowadays frequently carry at least one smart-
phone, which has various off-the-shelf sensors and wireless communications.
Such pervasiveness of onboard sensors brought about new possibilities to re-
place costly and dedicated sensors in traditional wireless sensor networks. How-
ever, such proliferation also brings new challenges to smartphone-based sens-
ing research. Firstly, many users are not willing to participate in sensing net-
works with their smartphones because of battery and privacy concerns. Al-
though the battery capacity of modern smartphones has significantly increased,
the smartphones need to be recharged more frequently because of heavier soft-
ware, more hardware, more applications and more frequent usage. Therefore,
data sampling should be energy efficient. We remark that privacy issues are
themselves broad research questions to be addressed by the community and
this dissertation will not address them in detail, albeit we recognize their im-
portance. Secondly, smartphones are still not in situ designed for dedicated
sensing in spite of the fact that they are getting more and more powerful. Being
non-deterministic, smartphone-based platforms significantly affect the perfor-
mance of time-critical applications. The sensing capabilities also vary among
different smartphones. This sensing diversity can be caused by hardware speci-
fications, manufacturers and operating systems, especially in the case of smart-
phones with low-quality components and devices. Thirdly, smartphones are
regularly carried by the users, whose movement patterns are hard to be pre-
dicted accurately. The dynamic mobility poses another serious challenge to
transferring and processing data for location-based applications.

This dissertation addresses the aforementioned barriers which challenge
the application of smartphone sensing in the real world by exploring and ex-
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ploiting opportunities provided by smartphones and Heterogenous Sensor Net-
works (HSNs). In particular, we propose cooperative data sampling methods
for smartphone-based platforms with regard to energy saving and computing.
Then, we study cooperative data processing with smartphones through sound
source localization using Android devices, which has not fully exploited by
other works. Finally, we enhance message dissemination among smartphones
to broadcast the sensing results in a HSN, which is constrained by intermittent
end-to-end connectivity.

The remainder of this chapter is organized as follows. Section 1.1 describes
smartphone-based sensing networks that we address. In Section 1.2 we discuss
the opportunities offered by smartphones that have not been fully exploited.
The main objectives are defined in Section 1.3. Section 1.4 shortly clarifies our
main contributions in this dissertation. Finally, the outline of this dissertation
is described in Section 1.5.

1.1 Heterogeneous Smartphone Sensor Networks
The fact that sensors are everywhere and are integrated into most devices has
brought the conventional Wireless Sensor Network (WSN) into a new era, namely
Heterogenous Sensor Network (HSN). Sensing tasks in conventional sensor
networks are usually performed by a certain set of specific sensing devices,
of which sensors are dedicatedly designed for determined measurements in a
particular network type. Conversely, in the era of HSNs, most devices partici-
pate in sensing and performing tasks as long as they have an opportunity to do
so. These devices can be smartphones, smartwatches, wearables, smart lamp-
posts, etc. As the result, new sensing systems become more reliable, scalable
and robust, while still achieving acceptable accuracy. The reason is that they
do not totally rely on particular devices or infrastructures, especially when a
disaster or catastrophe happens.

Among the new sensing devices, smartphones equipped with sensors and
short-range wireless communication have quickly pervaded our world and
bring new opportunities as well as new challenges to research in pervasive
systems. Using smartphones in a sensing system can achieve a similar or even
better result than conventional sensor modules since smartphones are being
used numerously and pervasively. Consequently, hardware and deployment
costs are significantly reduced. This advantage has intrigued researchers to
utilize smartphones to develop new sensing systems.

Although technologies have been improved significantly, smartphones still
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have limits on sensing capability, especially for urban sensing applications such
as disaster management, public security enforcement, pollution surveillance,
road monitoring, and healthcare applications. Reliability, robustness, and ac-
curacy are critical requirements in such applications. Failure to meet these
requirements might lead to undesirable, unpredictable, and catastrophic con-
sequences. Therefore, we consider smartphone-based sensing applications in
the context of HSNs, of which a possible architecture is shown in Fig. 1.1.

Figure 1.1: System Architecture of Smartphones and Heterogeneous Sensor Networks.

Since event processing is of fundamental importance to many smartphone-
based sensing systems, we address architecture and techniques to support event-
driven applications. The system architecture consists of three main compo-
nents: sensing devices, communication networks and a database centre. The
sensing component mainly comprises of smartphones that are carried by users
in a city. Besides smartphones, other types of sensor platforms also can be de-
ployed to enhance the sensing capability of the system. The communication
component is the wireless infrastructures that can communicate with avail-
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able radio interfaces of smartphones. Although most smartphones in modern
cities have mobile Internet subscriptions, we consider only short-range radios
such as WiFi and Bluetooth which still work when infrastructures are dam-
aged. Through the communication channels, the sensed information are dis-
seminated among smartphones for distributed processing and gathered at a
database centre for further processing and management.

Overall, HSNs detect an event mainly based on a crowd of smartphones.
Assume that there is an event that happens at one of the locations marked by
"?" and surrounded by a group of smartphones as well as fixed infrastructure-
based sensors (see Fig. 1.1). First, smartphones cooperatively detect and collect
relative information of the event considering energy efficiency. The data mea-
sured by each device are exchanged among smartphones in the group through
short-range radio interfaces such as WiFi or Bluetooth. The measurements will
be cooperatively processed by the smartphones in the group. After that, the re-
sults of the processing are sent to the data sink (base station) and other devices
by using an opportunistic routing protocol to cope with intermittent connectiv-
ity. The message is transferred towards the destinations with the store-carry-
forward paradigm. As a result, the event information is gradually broadcasted
to those interested in the event through the HSN that includes smartphones,
vehicles and road-based units. A higher level of information retrieval may be
executed at a database server.

1.2 Opportunities of Smartphone-Based Platforms

Sensing with smartphones, especially in continuous sensing, is a burden for
smartphones and users in terms of resource consumption, time, communica-
tion costs, users’ efforts, experience, and privacy. Previous work attempts to
mitigate the burden by placing it on either the users under the opportunis-
tic sensing schemes [1] or the smartphones under the participatory sensing
schemes [2]. In addition, most smartphone-based sensing systems either lo-
cally log data on smartphones or directly send data to a central server for the
backend processing. Later work attempt to process data in smartphone-based
platforms; nevertheless, the data are processed separately without collaborat-
ing with neighboring smartphones. In fact, sampling, processing, and min-
ing data can be done within a cluster of smartphones in a cooperative and
distributed manner. Obviously, cooperative distributed schemes and smart-
phones have certain merits such as robustness and real-time performance. In
this dissertation, we explore and exploit the following opportunities given by
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smartphones to improve the sensing performance.

1.2.1 Services and Concurrent Programming

Sensor services and concurrent programming have enabled sensing applica-
tions to run and access the sensor hardware simultaneously. Inspired by the
symbiosis of natural living beings, we address reducing the burden of both
the smartphones and users by exploiting the available opportunities offered
by sharing sensing resources among applications. For example, environmen-
tal sound classification and user-mood recognition are preferably carried out
whenever the user is making a phone call. By this mean, the emotion sensing
piggybacks the phone call that includes environmental sounds and the user’s
voice to avoid jeopardizing smartphone’s usage and battery. We name our pro-
posed sensing paradigm symbiotic sensing. We build this new paradigm upon
our hypothesis, "performing sensing tasks benefiting from given opportunities will
mitigate the tradeoff between resource consumption and performance, and lower the
burden placed on both users and smartphones". To the best of our knowledge, none
of the previous work addresses this new paradigm. From our analysis with
mathematical models given statistical data, we found that symbiotic sensing is
suitable for sensing when smartphones are abundant.

1.2.2 Proliferation of Smartphones

We have witnessed significant development of smartphones during the last
several years. In addition, users have spent more time with their smartphones.
A report from Nielsen.com [3] reveals that the monthly time spent per per-
son on smartphone applications has risen 63% in two years, from approximate
15 minutes per day in 2012 to approximate 25 minutes per day in 2014. This
proliferation provides an opportunity to collaborate applications for efficient
sensing. Therefore, we address smartphone-based sensing systems through a
cooperative distributed scheme. In particular, we develop techniques to allow
performing online adaptive sampling and processing by collaborating sensors
among smartphones. The results enable deploying smartphone-based sensing
applications on a large scale more efficiently in terms of energy consumption
and reliability.
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1.2.3 Human-like Mobility Patterns

As smartphones are often carried by the users, they have almost a similar
movement pattern as that of the user. Using the merits given by the mobility,
sensory data or sensing messages can be disseminated in a heterogeneous net-
work through the store-carry-forward scheme using short-range radios. This
approach provides a better reliability and robustness since it can still work if
the infrastructure is destroyed by a nature disaster or sabotaged by criminals.
In addition, since smartphone mobility is usually similar to that of its user,
learning the mobility behavior of the users would enhance the sensing perfor-
mance in terms of sensing strategy and data dissemination.

1.3 Research Objectives

The primary objective of this dissertation is to study solutions to improve the
performance of smartphone-based sensing applications in HSNs in terms of ac-
curacy, latency, reliability, robustness, and energy consumption. Although we
recognize the importance of security and privacy issues, they are themselves
broad research questions to be addressed by the community and this disser-
tation will not address them in detail. Instead, we aim to provide practical
sensing techniques that work seamlessly in both normal and emergency condi-
tions. We target sensing systems mainly based on smartphone platforms as we
envision that smartphones will prevail over standard sensor nodes in HSNs.
Such proliferation of smartphones also let us assume that there are often abun-
dant smartphones sensing the same event simultaneously. We also assume that
the firmware and physical implementation of integrated sensors and wireless
interfaces on smartphones are off-the-shelf. That means we only need to deal
with the data processing and in-network routing algorithms, which include the
heterogeneity of sensors and devices.

With regard to the aforementioned scope, the main research question of this
dissertation is:

Research Question

When ulitilizing smartphones as primary sensor nodes in heterogeneous sensor net-
works, what kinds of opportunities can be explored, and what techniques can be used
to exploit such opportunities to improve the performance of the systems in terms of ac-
curacy, latency, reliability, robustness, scalability, and energy consumption?
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With regard to the generic architecture of a sensing system, we address
the aforementioned research question through three systematic inquires as fol-
lows.

Data Sampling: How to sample sensory data using smartphones in the regions
of interest while not compromising the energy consumption and accuracy?

Data Processing: How to process the sampled data using smartphones in the
regions of interest while dealing with considerable uncertainties in individual
measurements?

Data Dissemination: How to disseminate the sampled and processed data us-
ing mainly smartphones while facing the intermittent end-to-end connectivity?

In order to answer above research questions, we shall discuss the corre-
sponding problem definitions and hypothesises.

Data Sampling with Non-deterministic Sensing Platforms
Obtaining reliable and real-time data measured by onboard sensors is a daunt-
ing challenge. The bottom line is that smartphones are deliberately designed
for communication, entertainment and daily experiences, but not for sensing
tasks like ordinary sensor networks. Therefore, a sensing application should
have as less impact as possible to the casual experiences of users, for example,
battery life, performance speed and privacy. In particular, sampling data with
non-deterministic sensing platforms faces with challenges as follows.

• Reliability: The intervals of sensor service callbacks, which return up-
dated sensory values, vary and are not fully controllable. For example,
the sampling rate of the accelerometers on most smartphones changes
significantly between day and night, even during a short period because
of energy conservation.

• Robustness: Some onboard sensors in smartphones such as microphones
and cameras are exclusive-access resources. Application A will not be al-
lowed to pull data from an exclusive sensor if application B is currently
using it. In addition, an application process, its activities and its services,
in general, can be terminated any time by the operating systems. There-
fore, a smartphone cannot ensure that all sampled data will be delivered.
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• Real Time: Operating systems of smartphones such as Android set low
priority for interacting with onboard sensors. In addition, smartphone
OS is not a real-time os. Therefore, there are considerable delays in sens-
ing, processing and sending data.

• Energy Efficiency: Data sampling and data transferring consume smart-
phone battery life significantly. The quick depletion of smartphones would
deter many users from installing sensing applications on their smart-
phones.

To deal with the data sampling problems, we start from the following hy-
potheses:

Hypothesis 1. If a sensing application can piggyback on another application to ac-
quire sensory data, it saves a lot of energy consumption while maintaining the perfor-
mance, especially when many applications run simultaneously on many smartphones.

Hypothesis 2. Sampling data only around the moment when the interesting context
changes saves energy consumption while still providing sufficient informative samples.

Based on these identified hypotheses, we propose efficient methods for data
sampling that are partly presented in Chapter 4 and published in:

• V. D. Le, H. Scholten, and P. Havinga, “Flead: Online frequency likeli-
hood estimation anomaly detection for mobile sensing,” in Proceedings of
the 2013 ACM Conference on Pervasive and Ubiquitous Computing Adjunct
Publication, ser. UbiComp ’13 Adjunct. New York, NY, USA: ACM, 2013,
pp. 1159–1166.

• V.-D. Le, H. Scholten, and P. M. Havinga, “Online change detection for
energy-efficient mobile crowdsensing,” in Mobile Web Information Systems.
Springer, 2014, pp. 1–16. (Best Paper Award)

Data Processing with Non-deterministic Measurements
It is hard to retrieve knowledge from measurements at a high quality level since
sensory data measured by smartphones do not qualify as those of dedicated
sensor platforms that are particularly designed for certain types of measure-
ments. As a result, sensing applications based on smartphones have to face the
large tolerance of measurements that significantly impacts the accuracy. The
non-deterministic behavior of smartphones leads to the research questions as
follows.
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• Statistic Modeling: Matching the distribution of measurements to a statis-
tic model that can represent the measurement characteristics would fa-
cilitate the information retrieval given such data. Ideally mathematical
analysis of measurements collected by non-deterministic devices is ex-
tremely difficult because of the uncertainty of errors, the insufficiency
of the dataset, and the diversity of measurement conditions. A common
question is how to simplify the assumptions about the measurement dis-
tribution so that it can be matched to a simple statistical model while it
still is representative of the measurement characteristics.

• Cooperative Processing Bounds: In general, the deterioration in the accuracy
of information retrieval can be reduced by collaborating the measure-
ments among numerous smartphones observing the same event. How-
ever, how much the collaboration can improve the performance of non-
deterministic devices needs to be thoroughly investigated. A lower bound
or benchmark for estimation would provide insight into the effects.

• Anomaly-based Estimation: Smartphone-based sensing systems are con-
sidered as non-deterministic, albeit the great improvement of modern
smartphones. Therefore, the research question is what technique is the
most appropriate to remove the effects of jitters in measurements to im-
prove the performance of the system.

To deal with the data processing problems, we start from Hypothesis 3 and
4:

Hypothesis 3. The quality of data sampled with smartphone platforms can be en-
hanced by aggregating the data from multiple smartphones in the neighborhood with
regard to the same event.

Hypothesis 4. The whole distribution of data sampled with smartphone platforms can
be expressed by some set of model parameters. Splitting the dataset into subsets would
help to weed out the low quality measurements to improve the accuracy of the system
since subsets with poor measurements do not fit the model.

Based on these hypotheses, we propose efficient methods for data process-
ing that are partly presented in Chapter 5 and published in:

• D.V. Le, J.W. Kamminga, H. Scholten, and P.J.M. Havinga “Nondetermin-
istic Sound Source Localization with Smartphones in Crowdsensing,” in
Pervasive Computing and Communications Workshops (PERCOM Workshops),
2016 IEEE International Conference on. IEEE, 2016.
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• D.V. Le, J.W. Kamminga, H. Scholten, and P.J.M. Havinga “Error Bounds
of Localization with Noise Diversity,” in Distributed Computing in Sensor
Systems, 2016 IEEE International Conference on. IEEE, 2016.

Data Dissemination with Intermittent Connectivity

Short-range radio interfaces have been used as means of communication chan-
nels to gather and disseminate information in sensing networks. By means
of the store-carry-forward paradigm, through WiFi or Bluetooth interface, a
smartphone can receive, store, carry and send out messages to other smart-
phones if they are within communication range of each other. This approach
can improve the robustness of systems, which still operate even when the in-
frastructure is damaged, either by natural catastrophe or sabotage. It also does
not demand extra deployment costs. However, to be applicable for urban safety,
smartphones have considerable performance problems in terms of delivery ra-
tio, latency, and transmission cost.

These performance requirements can be met if the effects of following char-
acteristics are reduced.

• Dynamics of Smartphones Movements: Since smartphones are carried by
the users, the impact of human mobility on message delivery in HSNs
is considerable. Furthermore, the movement patterns are hard to predict
because of the unpredictable behavior and strict privacy of users.

• Diversity of Heterogeneous Sensor Networks: Smartphones themselves are
already diverse from brand to brand, model to model, operating sys-
tem to operating system. Moreover, there is much more diversity among
smartphones and other HSN devices, for example, fixed-infrastructure
sensors with Raspberry Pi. Such diversity results in a considerable effect
on the system performance.

• Intermittency of Routing Paths: Utilizing the opportunities given by con-
tacts among smartphones can deal with the lack of contemporaneous
end-to-end connectivity in HSNs, though it is hard to predict the move-
ment patterns. A good message routing scheme is an alternative to im-
prove the delivery ratio, latency, and delivery cost.

To deal with the data dissemination problems, we start from the following
hypotheses:
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Hypothesis 5. Each type of device in HSNs has its own characteristics with regard to
the capability of delivering messages through the networks. Unifying different types of
devices would provide better performance of message delivery than using only one type
of device.

Hypothesis 6. Although precisely recognizing movement patterns of mobile devices
is a hard problem, combining a store-carry-forward paradigm with historical data such
as the user locations and contact times would improve data dissemination performance.

Based on these hypotheses, we propose efficient methods for data dissemi-
nation that are partly presented in Chapter 6 and published in:

• V.-D. Le, H. Scholten, and P. Havinga, “Evaluation of opportunistic rout-
ing algorithms on opportunistic mobile sensor networks with infrastruc-
ture assistance,” International Journal On Advances in Networks and Services,
vol. 5, no. 3 and 4, pp. 279–290, 2012.

• V.-D. Le, H. Scholten, and P. Havinga, “Towards opportunistic data dis-
semination in mobile phone sensor networks,” in Proc. of The Eleventh
International Conference on Networks (ICN 2012), 2012. (Best Paper Award)

• V.-D. Le, H. Scholten, and P. Havinga, “Unified routing for data dissem-
ination in smart city networks,” in Proc. of the 3rd International Conference
on the Internet of Things (IoT2012), 2012.

• V. D. Le, H. Scholten, P. Havinga, and H. Ngo, “Location-based data dis-
semination with human mobility using online density estimation,” in
Consumer Communications and Networking Conference (CCNC), 2014 IEEE
11th. IEEE, 2014, pp. 450–457.

1.4 Contributions

The overall contributions of this dissertation are techniques and methods that
deliver significant improvements in accuracy, robustness and energy efficiency
for smartphone-based sensing applications in HSNs. These improvements were
made possible through learning and exploiting opportunistic and cooperative
approaches to deal with various challenges in data sampling, data processing,
and data dissemination. We present four major contributions towards meeting
the challenges to enhance performance of smartphone-based applications.
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Contribution 1: Distributed Cooperative Architecture Support-
ing Hybrid Sensing Paradigms

We propose a symbiotic sensing paradigm with smartphones by exploiting
the opportunities that enable balancing the tradeoff of the sensing burden on
smartphones and their users. For example, environmental sound levels can
be extracted from background of calling conversation. In fact, sensing is per-
formed by utilizing an opportunity that meets the prerequisites of the sensing
application. The opportunities include the smartphone context, user usage,
user location, environment context, etc. In order to use the opportunities given
by the emerging sensing capability and proliferation of modern smartphones,
we incorporate the symbiotic sensing paradigm as well as existing sensing
paradigms into a distributed and cooperative sensing framework. Our main
contributions are as follows.

• We build evaluation models for sensing paradigms. The models are used
to explore quantitatively the probability of success for each specific sens-
ing systems. Our evaluation turns out that symbiotic sensing is suitable
for large-scale sensing systems.

• We propose a cooperative distributed architecture that comprises three
main components: data sampling, data processing and message dissem-
inating.

Our research results will be described in Chapter 3, and have been pub-
lished in:

• V.-D. Le, “Distributed opportunistic sensing in mobile phone sensor net-
works,” in Pervasive Computing and Communications Workshops (PERCOM
Workshops), 2013 IEEE International Conference on. IEEE, 2013, pp. 427–
428.

Contribution 2: Cooperative Adaptive Sampling for Smartphone-
Based Platforms

Next, we focus on dealing with challenges of data sampling for smartphone-
based sensing, especially sampling sensory data of power-hungry sensors such
as microphones, cameras and Global Positioning System (GPS) modules. We
show that conventional methods such as periodic sensing or random sensing
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are not practical for smartphone networks owing to the diversity and avail-
ability of sensing capabilities. For example, not all smartphones have a front
camera or humidity sensor. Even if a smartphone has a front camera, it is not
always available to capture images or videos for sensing applications, such as
when the phone is in the user’s pocket. Therefore, new sampling methods,
probably based on the context of smartphones, need to be proposed. Our main
contributions are as follows.

• We propose a cooperatively adaptive sampling approach that can signifi-
cantly save smartphone and human resources while retaining high sens-
ing performance.

• As our cooperatively adaptive sampling framework benefits from a light-
weight technique to efficiently pinpoint the moment when the context
meets the requirements, we bring forth an online change detection for
energy-efficient sensing.

Our research results will be described in Chapter 4, and have been pub-
lished in:

• V. D. Le, H. Scholten, and P. Havinga, “Flead: Online frequency likeli-
hood estimation anomaly detection for mobile sensing,” in Proceedings of
the 2013 ACM Conference on Pervasive and Ubiquitous Computing Adjunct
Publication, ser. UbiComp ’13 Adjunct. New York, NY, USA: ACM, 2013,
pp. 1159–1166.

• V.-D. Le, H. Scholten, and P. M. Havinga, “Online change detection for
energy-efficient mobile crowdsensing,” in Mobile Web Information Systems.
Springer, 2014, pp. 1–16. (Best Paper Award)

Contribution 3: Distributed Cooperative Data Processing for
Smartphone-Based Platforms

Towards addressing the challenges of smartphone-based sensing application in
face of sensing diversity and availability, we first study their impact on sensing
performance, particularly in terms of accuracy. Understanding the causality
helps in finding the most suitable solution for the problem. Without loss of
generality, we pick sound source localization using Android devices to evalu-
ate the effects of errors on estimated locations. Although the cooperative and
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distributed data processing approach is evaluated on sound source localiza-
tion, developing other sensing application based on our framework is similar
and straightforward. Our main contributions are as follows.

• We analyze the time synchronization among smartphones through im-
plementing a smartphone application to synchronise and measure the
variance of the system clocks.

• We analyze the error of sensing latency that is counted from the moment
a physical signal arrives at the sensor untill the moment its digital data is
available in a buffer for reading.

• Based on these measurements and the impact on the localization applica-
tion, we propose a new distributed approach based on a non-deterministic
algorithm to localize acoustic sources.

• We evaluate our cooperative sensing on smartphone-based platforms with
a real testbed experiment, cooperative sound source localization relying
on only onboard microphones of Android devices.

Our research results will be described in Chapter 5, and have been pub-
lished in:

• D.V. Le, J.W. Kamminga, H. Scholten, and P.J.M. Havinga “Nondetermin-
istic Sound Source Localization with Smartphones in Crowdsensing,” in
Pervasive Computing and Communications Workshops (PERCOM Workshops),
2016 IEEE International Conference on. IEEE, 2016.

• D.V. Le, J.W. Kamminga, H. Scholten, and P.J.M. Havinga “Error Bounds
of Localization with Noise Diversity,” in Distributed Computing in Sensor
Systems, 2016 IEEE International Conference on. IEEE, 2016.

Contribution 4: Distributed Cooperative Message Dissemina-
tion in Heterogeneous Sensor Networks
Besides cooperative sensing, disseminating messages of detected events in a
mobile network is important and challenging. With a store-carry-process-and-
forward paradigm, a message can be gradually sent to its destination. However,
the paradigm relies heavily on the movement and willingness of users. To
this end, we propose methods based on mathematical models and machine
learning to overcome such challenges. Our main contributions are as follows.
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• We propose a movement model for pedestrians, cyclists, cars and buses
in urban areas. We evaluate the new movement model with real datasets
measured in the daily life of users. The evaluation results show that the
new movement model is realistic and very close to the real dataset. This
model enables realistic simulations for opportunistic mobile networks.

• Towards addressing the emerging Internet-of-Things, we propose a uni-
fied routing scheme for opportunistic and heterogeneous networks so
that messages can be easily exchanged among different networks.

• In order to improve message routing performance in terms of scalability,
we propose a location-based clustering routing for opportunistic mobile
phone networks. The routing is based on machine learning techniques
such as the online k-mean clustering to make the routing unobtrusive to
users, lessen the burden on them.

Our research results will be described in Chapter 6, and have been pub-
lished in:

• V.-D. Le, H. Scholten, and P. Havinga, “Evaluation of opportunistic rout-
ing algorithms on opportunistic mobile sensor networks with infrastruc-
ture assistance,” International Journal On Advances in Networks and Services,
vol. 5, no. 3 and 4, pp. 279–290, 2012.

• V.-D. Le, H. Scholten, and P. Havinga, “Towards opportunistic data dis-
semination in mobile phone sensor networks,” in Proc. of The Eleventh
International Conference on Networks (ICN 2012), 2012. (Best Paper Award)

• V.-D. Le, H. Scholten, and P. Havinga, “Unified routing for data dissem-
ination in smart city networks,” in Proc. of the 3rd International Conference
on the Internet of Things (IoT2012), 2012.

• V. D. Le, H. Scholten, P. Havinga, and H. Ngo, “Location-based data dis-
semination with human mobility using online density estimation,” in
Consumer Communications and Networking Conference (CCNC), 2014 IEEE
11th. IEEE, 2014, pp. 450–457.

1.5 Dissertation Organisation
The remainder of this dissertation is organized as follows. Chapter 2 presents
the state of the art of smartphone-based sensing systems and the open research
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questions. To answer the research questions, a cooperative distributed sensing
architecture is presented in Chapter 3. Chapter 4, 5, and 6 present the solu-
tions of data sampling, data processing, and data dissemination, respectively.
Finally, Chapter 7 concludes this dissertation through re-summarizing the con-
tributions and presenting future research directions.

Chapter 3
Cooperative 

Hybrid Sensing

Chapter 2
State of Art

Chapter 1
Introduction

Chapter 4
Cooperative Data 

Sampling

Chapter 6
Robust Data 

Dissemination

Chapter 5
NonDdeterministic 

Data Processing

Chapter 7
Conclusions

Figure 1.2: Dissertation organization.



CHAPTER 2

State of the Art

The advantages of the rapidly improved capabilities of smartphones have mo-
tivated researchers to create mobile phone sensor networks that can be applied
in a wide range of human-centric applications, such as personal sensing, so-
cial behavior learning, environmental monitoring, and transportation. Start-
ing from collecting data for processing offline at a primary data center, recent
smartphones pave the way of cooperatively sampling and processing data on-
line in a distributed manner. This chapter discusses the current state of the art
of smartphone-based sensing through a number of categories. Based on the
survey, a number of open issues and challenges are discussed.

2.1 Introduction
Forecast data from International Data Corporation (IDC) anticipate that there
will have been 1436.5 millions worldwide smartphones shipped by the end of
2015. The amount is forecast to increase to 1902.3 millions by 2019 [4]. On
the other hand, modern smartphones are integrated more and more powerful

This chapter is partially based on:

• V.-D. Le, H. Scholten, and P. Havinga, “Evaluation of opportunistic routing algorithms on
opportunistic mobile sensor networks with infrastructure assistance,” International Journal
On Advances in Networks and Services, vol. 5, no. 3 and 4, pp. 279–290, 2012.

• V.-D. Le, “Distributed opportunistic sensing in mobile phone sensor networks,” in Perva-
sive Computing and Communications Workshops (PERCOM Workshops), 2013 IEEE International
Conference on. IEEE, 2013, pp. 427–428.

• V.-D. Le, “Towards opportunistic data dissemination in mobile phone sensor networks,”
in Proc. of The Eleventh International Conference on Networks (ICN 2012), 2012. (Best Paper
Award, acceptance rate 31%)
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technologies such as low-power sensors and communication interfaces. For ex-
ample, the Samsung Galaxy S6 includes fingerprint, accelerometer, gyro, prox-
imity, compass, barometer, heart rate and SpO2 sensors. It also has two quad-
core CPUs, Quad-core 1.5 GHz Cortex-A53 and Quad-core 2.1 GHz Cortex-
A57, and 3 GB RAM. Its battery can afford playing music up to 49 hours. The
smartphones are also equipped most advanced network technologies such as
LTE, WiFi 802.11 a/b/g/n/ac, dual-band, WiFi Direct, Bluetooth LE, NFC and
infrared. The proliferation of smartphones as well as their emerging technolo-
gies has enabled researchers to develop even more diverse sensing applications
than ever before, albeit not built specifically for sensing.

Although smartphones have been developed quickly in recent years, they
still have limits on sensing capability when compared with dedicated sen-
sor devices in the traditional Wireless Sensor Networks (WSNs), especially in
terms of power consumption and accuracy. Most proposed smartphone-based
sensing systems overcome the challenges by placing the burden on either the
users in opportunistic sensing [1] or the smartphones in participatory sens-
ing [2]. While these two strategies are quite effective in many sensing applica-
tions, they have not fully explored and exploited opportunities given by smart-
phones. Therefore, in this chapter we first present our survey on smartphone-
based sensing systems. The survey is discussed with regard to a number of
criteria including sensing paradigms, computing approaches, and communi-
cation networks. From the discussion, we conclude a range of open issues that
should be targeted to improve the performance of smartphone-based sensing
systems in Heterogenous Sensor Networks (HSNs).

The remainder of this chapter is organized as follows. In Section 2.2, we
define a range of categories of techniques that have been used for smartphone-
based sensing applications. Based on the categories, we survey a number of
well-known sensing systems with regard to four common application domains
in Section 2.3. Section 2.4 discusses a number of open research areas that we
want to address in this dissertation. Section 2.5 summarises this chapter.

2.2 Sensing Categories

This section defines a number of sensing categories based on different criteria,
such as the paradigm of sensing design, the computing approaches and the
network types.
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2.2.1 Sensing Paradigms

In the design space, current sensing systems can be categorized into either op-
portunistic sensing or participatory sensing [5, 6]. Opportunistic sensing col-
lects data in an unobtrusive way such that the custodian might not be aware
that the sensing application is running. Conversely, participatory sensing de-
mands custodian involvement to collect and label data.

Opportunistic Sensing

Opportunistic sensing is a sensing mechanism collecting and processing data
in an unobtrusive way, of which the custodian might not be aware. When the
benefit brought by a sensing application is not personally appealing and hard
to quantify, particularly with community sensing or sensing for scientific re-
search, opportunistic sensing is preferred over participatory sensing. Oppor-
tunistic sensing aims to decrease the burden placed on the custodian, attract
general users to let a sensing application running on their smartphones. In fact,
the smartphone user may be even not aware of the active application. The sens-
ing system automatically detects the context that meets application requests to
perform sensing tasks. For example, the application detects if the smartphone
is out of the pocket to measure the sound level to build a city noise map. In
this way, the application does not require human intervention to actively and
consciously participate in the sensing, enabling increasing the scalability of
applications. However, opportunistic sensing is often difficult to develop, es-
pecially to solve the smartphone context problem [7]. Furthermore, since an
application that is built based on the opportunistic sensing paradigm always
try to detect the phone context, which is closely relevant to the custodian, the
personally sensitive information may be leaked indirectly when providing the
context, for instance, the location of the custodian.

Participatory Sensing

Participatory sensing, in contrast to opportunistic sensing, is a sensing mecha-
nism demanding custodian involvement to collect data, label data, and/or give
feedback. Lane et. al. described participatory sensing in [5] as a design that is
suitable for sensing community. However, the participatory sensing paradigm
also can be extended for other sensing types such as personal sensing, for ex-
ample, labelling data or giving feedback for training and classifying personal
activities. Therefore, a participatory system is deliberately designed as a sens-
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ing tool that requires the assistance of users to collect, search, publish, inter-
pret and verify sensed information, as well as provide feedback for sensing
loops. Consequently, participatory sensing places a burden on involved users
(e.g pointing the camera of the smartphone to the sky and taking photos for air
pollution monitoring) which costs time, money and efforts. It may disclose the
custodian privacy too. To this end, a participatory sensing system is necessary
to be able to gain enough interest of users in the smartphone sensing so that
they are willing to be involved. A possible solution is to return some incentives
to the participants [8].

To sum up, opportunistic sensing and participatory sensing are two ex-
treme aspects of system design. One places the burden on smartphones and
the other places the burden on users. Clearly it is necessary to understand the
trade-offs. In addition, as more and more context-awareness and sensor are
embedded into today smartphones, many later applications will require a hy-
brid design of both these sensing paradigms, or even a new sensing paradigm
such as the one will be discussed in Chapter 3, which can mitigate phone con-
text, custodian involvement as well as resource constraints.

2.2.2 Smartphone-based Computing Approaches
Five categories of smartphone-based computing approaches can be distinguished
on the basis of two criteria. The criteria are where and how to compute the data.
On the basic of the fist criterion, we can have three types of computing, namely
centralized computing, local computing and cooperative computing.

• Centralized Computing: Data are first collected by smartphones and sub-
sequently being sent to a dedicated server for processing.

• Local Computing: Collected data are locally and separately processed on
each individual smartphone platform.

• Cooperative Computing: The data processing tasks are divided and shared
among a group of smartphones. The smartphones cooperatively process
the data with or without the assistance of a back-end server.

On the basic of the second criterion, we can distinguish online computing and
offline computing.

• Online Computing: An online computing approach processes data element-
by-element, serially without the need of having the entire dataset of the
problem.
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• Offline Computing: An offline computing approach requires the entire
dataset of the problem to be able to start with.

Note that some work may define online and offline computing are as what
we define local and centralized computing, respectively. However, in the con-
text of computing approaches, our definitions are more suitable.

2.2.3 Smartphone Sensor Network Communication
Smartphone networks are typically categorized into three following network
types:

• Infrastructure Network: Smartphones communicates directly with access
points such as WiFi routers or base stations of cellular networks, which
are called infrastructure.

• Ad-hoc Network: A network formed by a group of smartphones that are
connected through multi-hop without any infrastructure or "infrastructure-
less". Once a multi-hop path between two nodes are found, the path is
supposed to be last for a long period.

• Delay/disruption Tolerant Network (DTN): Smartphones can be connected
to each other via short-range radio interfaces such as Bluetooth and WiFi-
direct whenever they are in range. This sort of network is characterized
by its lack of connectivity, resulting in a lack of instantaneous end-to-end
paths.

2.3 Smartphone-based Sensing Applications
Smartphone-based sensing has been successfully applied to a wide range of ap-
plications. This section picks up some of successful instances that are close to
human-centric sensing, which is an emerging domain nowadays. The selected
smartphone-based sensing systems are listed in Table 2.1 along with catego-
rized characteristics of the systems.
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2.3.1 Personal Sensing
Personal sensing applications address collecting and analyzing data for a single
individual, such as user’s daily exercise, heart rate, blood pressure, sugar level,
diary collection and emotion. Typically, data generated by a personal sensing
application are preferably not shared with others. Although in applications
that require sharing data such as healthcare, the data shared with medical doc-
tors need to be also limited in order to preserve the user’s privacy.

2.3.2 Social Behavior Sensing
We have discussed the probability of utilizing smartphones to recognize activ-
ity and location of individual users. Aggregating such individual information,
the sensing system can obtain the behavior of a crowd or community as well as
the social interactions among users.

2.3.3 Environmental Sensing
Although integrated sensors of smartphones are not as dedicated as ones in
Wireless Sensor Networks, they outnumber the traditional sensor nodes. The
proliferation and outnumbering sensors of smartphones are naturally suitable
for large-scale environmental monitoring since there is no need of the sensor
deployments and maintenance.

2.3.4 Infrastructure Sensing
The infrastructures such as road and traffic monitoring also have gained the
interests from smartphone-bases system designers. Utilizing accelerometers
and short-range radio interfaces (e.g., Bluetooth, WiFi Direct), we can develop
a wide range of applications including detecting transportation mode, traffic
accident control, road surface map, etc.

2.4 Open Research Areas
The results and analysis of surveyed articles hint at a number of open research
areas, such as a hybrid sensing paradigm, a cooperative sensing framework,
real-time data processing, data dissemination, energy-efficient sensing, and
privacy protecting.
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2.4.1 Hybrid Sensing Paradigm

Previous work categorize sensing paradigms into participatory sensing and op-
portunistic sensing based on the criterion of the involvement of users in the
sensing process. In participatory sensing, users actively collect or process data.
In opportunistic sensing, the collecting and processing data are automatic, with
minimal involvement of users. However, today smartphone sensing capability
has enabled a broader range of diverse applications that are designed towards a
distributed and cooperative manner. The applications requires to be optimized
better in terms of smartphone-resource consumption and user-usage interfer-
ence. With the new trends, it is likely that many new applications will need a
hybrid sensing paradigm that can mitigate such requirements. An additional
sensing paradigm is probably needed, besides participatory sensing and op-
portunistic sensing, to enhance the hybrid sensing.

2.4.2 Cooperative Sensing Systems

From Table 2.2 we observed that most previous smartphone-based sensing sys-
tems were designed as centralized, sending collected data to a back-end server
for processing. The reason is probably due to the limited computing capability
of old smartphones. As the number of smartphones has been increased in-
sanely during last few years, the proliferation has led the communication issue
on transferring a mass of raw data to a server. To deal with such problem, some
sensing designs preferably extract features on smartphones then sent them to
a back-end server for further processing instead of sending the raw data. Al-
though this approach can temporarily solve the data transmission with current
sensing demands and scale, which are relatively small, it will not be able to tol-
erate with the enormous amount of sensing devices in the emerging Internet of
Things. Therefore, later sensing systems coped with such challenge by design-
ing energy-efficient computing paving the way for pushing more computing
load to local smartphones. However, the local computing approach faces a
new problem due to the incomplete data set, which may significantly degrade
the accuracy when compared to the centralized approaches. To this end, the
cooperative computing approach would be the best suited. In particular, ex-
changing sensing data among a cluster of smartphones that together observe
the same event will provide more insights of the unknown information. In
addition, cooperative computing distributes the burden of computing on the
smartphones to avoid heavily burning resources on a smartphone as well as
improving computing reliability. Nevertheless, Table 2.2 sensing systems de-
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signed with cooperative computing are still very limited, only 2 over 50 sur-
veyed articles.

2.4.3 Online Learning Algorithms
While most current approaches use either online or offline computing scheme,
a complex real-time event processing may include both elements of online and
offline computing. Generally speaking, real-time computing is frequently seen
as online computing. However, an online algorithm may be updating based on
a complete dataset that has been collected during a training phase. By defini-
tion of the offline processing in Section 2.2.2, this is offline computing. More-
over, if the offline algorithm that can test new input data based on an offline
trained model fast enough, the result can be updated in near real-time. Com-
bining both online and offline algorithm also enables optimizing resource con-
sumption. Heavy processing is preferably computed offline while light-weight
one is preferably computed online.

2.4.4 Timely Data Processing
We envision that future sensing applications will have to focus more on de-
cision support and resource consumption to compete with each other to gain
user interests. The goal of most smartphone-based systems will be shifted to
gain an advantage over an opponent by having a shorter feedback loop in time.
The goal to have a shorter feedback loop than other competing applications is
necessary not only for critical application such as public safety and emergency
response but also for routine sensing application such as activity recognition.
A person jogging would like to know his or her conditions (e.g. speed, heart
rate, and consumed energy) as quickly as possible to adjust his or her training.

In short, a future sensing application needs to minimize the feedback loop
and resource consumption, which may involve either the online algorithm, the
offline algorithm or both of them.

2.4.5 Data Gathering
To the best of our knowledge, as demonstrated in Table 2.1 and 2.2, most cur-
rent smartphone-based sensing systems use Managed (Infrastructure) Wireless
Networks such as Cellular Networks, mobile Internet, and WiFi hotspots to
transmit collected data. In the near future, the amount of data generated by
Internet of Things will exceed the bandwidth capability, albeit improvement of
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communication. In addition, it is necessary for sensing network systems of the
future to be robust even if the sustainable infrastructures down due to catastro-
phes, disasters or sabotage. Among available solutions, using short-range radio
interfaces, such as Bluetooth, WiFi Direct, and NFC to disseminate data among
devices in an ad-hoc manner is one of the best solutions. The ad-hoc network
operates based on the store-carry-forward paradigm. However, in our survey
database, only 3 over 50 systems used the smartphone ad-hoc network or DTN
protocols to transferring data. Therefore, data or message dissemination using
the DTN protocols are very promising in near future sensing systems. It also
results in new challenges in terms of delivery ratio, latency, and transmission
cost since the links among nodes are disconnected most of the time.

2.4.6 Energy Efficiency
Reducing energy consumption was always an important issue in wireless sen-
sor networks. With the rise of smartphones and cooperative computing, the
problem is getting more important since battery is a main concern for most
smartphone’s users. Nevertheless, not many work in our survey, which is
summarized in Table 2.1 and 2.2, discuss about energy efficiency. Roughly
a half of the surveyed papers consider power consumption when designing
their sensing systems. Even though, many of these work just stop at measur-
ing the power consumption to evaluate their sensing systems. Only a few of
them really try to optimize their sensing systems in terms of energy efficiency.
Therefore, designing an energy-efficient algorithm for smartphone-based sens-
ing applications are still very open, especially with cooperative approaches and
continuous sensing.

2.4.7 Privacy Protection
Since smartphones are sort of people-oriented device, users hesitate because
their privacy may be leaked through sensed data collected by their smart-
phones. In particular, smartphones can provide information about custodian’s
location, activities, emotion, social interactions, etc. Although some sensing
systems try to remove the identity of users, the anonymity still can be breached
as smartphones are physically close to their users and often connected to the
global network. In general, participatory sensing is more vulnerable to privacy
attack than opportunistic sensing because users have to participate in sensing
tasks. However, the privacy of nonparticipating individual such as in oppor-
tunistic sensing also can be hacked through anticipatory schemes. Neverthe-
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less, more than half of surveyed systems listed in Table 2.1 do not mention
about the custodian privacy at all. Even among the rest article which marked
as "YES" in the table, only a few try to integrate a privacy mechanism into their
systems, the rest just barely assume that the users have to trust the system or
give the users the right to decide whether the privacy data will be shared or
not.

2.5 Summary
In this chapter, we have reviewed state-of-the-art techniques and systems de-
signed for smartphone-based sensing applications. Our study shows that most
developed systems are centralized, offline and not real-time. Communication
channels among smartphones mainly rely on infrastructure. In addition, en-
ergy efficiency is not studied well, albeit have been discussed. Throughout the
remaining chapters in this dissertation, we address these open research areas
to improve the performance of the sensing systems by focusing on exploring
and exploiting the opportunities given by smartphones.



CHAPTER 3

Cooperative Hybrid Sensing

Sensing paradigms such as opportunistic sensing or participatory sensing
have been used to deploy sensing applications on a large scale. However,
the significantly growing number of sensing applications in recent years has
made most smartphone users reluctant to allow their devices to perform sens-
ing tasks mainly because of battery and privacy issues. Therefore, in this chap-
ter we first we propose new variants of sensing paradigms that provide insight
into various parameters including the number of smartphones, the number of
applications, the amount of app-using time, and the role of users that effect the
probability of successively performing sensing tasks. In addition, we propose
a smartphone-based sensing architecture in a distributed cooperative manner.
Using the architecture, sensing systems can be developed and deployed in a
wide range of sensing applications including urban sensing and smart cities.

3.1 Introduction

This chapter first discusses symbiotic sensing, a bio-inspired sensing paradigm
for energy-saving sensing systems that are built on smartphone-based plat-
forms. Since the number of smartphone applications has increased signifi-
cantly while the sensing resources on smartphones are limited, the symbiotic
sensing approach addresses sharing the resources as well as outcomes among
the applications like symbiosis among living beings in the natural world. We

This chapter is partially based on:

• V.-D. Le, “Distributed opportunistic sensing in mobile phone sensor networks,” in Perva-
sive Computing and Communications Workshops (PERCOM Workshops), 2013 IEEE International
Conference on. IEEE, 2013, pp. 427–428.
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also propose evaluation models for the new and the existing sensing paradigms.
Through a quantitative evaluation of the models given surveyed data, we showed
that symbiotic sensing is complementary to existing sensing approaches. We
also analyzed pros and cons of smartphone-based systems using different ap-
proaches. Albeit application diversity should be considered, symbiotic sens-
ing has a potential to be a better choice than opportunistic sensing at large
scale, where there are enormous numbers of smartphones and applications.
Although the results from the quantitative evaluation do compare the proba-
bilities of success when using different approaches, building out these sens-
ing techniques will provide more conclusive evidence into what are the best
choices for a smartphone-based sensing system.

Next, we introduces the software architecture of our sensing systems. The
architecture is designed to allow collaborating smartphones to process sensory
data in a distributed manner. In particular, the architecture comprises of three
main stacks: data sampling, data processing, and data dissemination. These
stacks are not only linked to each other from bottom to top inside each smart-
phone, but also can be connected to stacks deployed in other smartphones
through a wireless communication. In short, this design aims at supporting hy-
brid sensing paradigms as well as distributed cooperative sensing approaches.
The architecture is also designed in a way that shortens the feedback loops of
information retrieval to increase the acceptance rate of using the applications.

The remainder of this chapter is organized as follows. Section 3.2 describes
the opportunistic and participatory sensing paradigms and proposes a new
sensing paradigm, the so-called symbiotic sensing. In Section 3.3, we propose a
distributed cooperative sensing architecture that enables the commensal sens-
ing as well as the hybrid sensing paradigms.

3.2 Symbiotic Sensing

In this section, we first discuss the existing sensing strategies. After that, we in-
troduce a new sensing strategy through two subsections. The former describes
the symbiotic sensing paradigm. The latter analyzes the evaluation models
of the sensing paradigms including symbiotic sensing, opportunistic sensing,
participatory sensing, and hybrid sensing.
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3.2.1 Sensing Paradigms

Most current sensing systems are developed based on either participatory sens-
ing [2] or opportunistic sensing [1]. Participatory sensing systems require users
to actively participate in sensing data. Meanwhile, opportunistic sensing sys-
tems can run unobtrusively and the users may not be aware of that sensing
applications are running on their smartphones. In other words, the burden of
sensing places on either users or smartphones. These extreme sensing paradigms
restrain utilizing fully sensing opportunities provided by users and smartphones.
Recently, there is also a new trend of developing applications based on diverse
criteria. For example, Bubble-Sensing [56] is a new paradigm for binding a
sensing task to the physical world using smartphones. In fact, Bubble-Sensing
is a hybrid sensing paradigm that considers places of interests as the sensing
condition. Once a smartphone is present within a place of interests, sensing
tasks will be submitted to the smartphone.

When designing an urban sensing system, its performance on a large scale
is usually hard to estimate since it depends on multiples uncertain parameters
(e.g., the number of smartphones, the number of applications). To deal with
such daunting challenges. Lane et al. [5] discuss the use of the opportunistic
and participatory sensing paradigms through their proposed evaluation mod-
els. In particular, they contrast the two endpoints of the spectrum of the human
involvement: the participatory sensing paradigm involves actions of the users;
the opportunistic sensing paradigm is unobtrusive to the users. They conclude
that a system designed with an opportunistic sensing approach easily supports
large-scale deployments.

However, these existing paradigms do not consider the fact that the num-
ber of applications that may not be able to concurrently access the same sensor
since some sensors such as microphones of Android smartphones can only be
used by one application at a moment. That means that if the number of ap-
plications and/or the quantity of running time increases, the success rates of
systems designed with the existing sensing approaches will decrease. In fact,
recent surveys from Statista [57, 58] show that the number of applications has
increased exponentially, from a few thousands in 2008 to more than 3.5 million
applications in 2015. Moreover, a report from Nielsen.com [3] reveals that the
monthly time spent per person on smartphone applications has risen 63% in
two years, from 15 minutes per day in 2012 to 25 minutes in2014. Note that
the year 2008 is when Lane et al. [5] discussed the sensing abstractions and
their evaluation models. This may be the reason why their models does not
consider the proliferation of smartphones applications. To this end, these new
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phenomena indicate that existing sensing paradigms need to be modified.

3.2.2 Motivation
By definition, symbiosis refers to relationships between organism of different
species that show an intimate association with each other. In a symbiotic rela-
tionship, it requires at least one of the participating species with a nutritional
advantage, usually called the host. In general, symbiosis is categorized into
three types depending on the nature of the relationship: parasitism, commen-
salism, and mutualism.

• Parasitism: This relationship is detrimental to the host because the par-
asite derives nourishment from the host. In fact, the parasite cannot live
without the host. Examples include ticks, fleas, and leeches.

• Commensalism: In this relationship, neither species is dependent on the
other for its existence. However, only one of the partners benefits from
the association. Examples include the relationships between porcelain
anemone crabs and anemones. The crabs benefit by gaining protection
from the anemones.

• Mutualism: In this relationship, both partners benefit from each other
but may still be able to live an independent life. For example, the clown-
fish gain protection from the anemones. In return, they drop scraps of
food for the anemones to eat.

In the context of the above symbiotic relationships, opportunistic sensing
and participatory sensing are kinds of parasitism. In opportunistic sensing, the
sensing application drains the sensing resources from the smartphones, which
may be used by another application. Consequently, the smartphone battery is
depleted more quickly and the other applications may be corrupted. In partici-
patory sensing, the sensing application sends requests to the user to obtain the
required data. The user is supposed to manually feedback his/her observation
or activate the required sensors to collecting the data. Either way, participatory
sensing demands effort from the users.

Conversely, if a sensing application is developed in a commensalism and
mutualism-like manner, the application can benefit from the smartphones, other
applications, and users without interrupting or draining many extra resources
from them. For example, an application aiming to detect the mood of users
can benefit from the chatting voice during a phone call made by the users. By
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doing so, the application consumes very little extra power consumption of the
microphones and the smartphone. It also does not require the user to perform
an extra task for sensing. More importantly, the sensing application can per-
form its sensing tasks without conflicts with the calling application. At the
higher level of data processing, a location tracking application might want to
use results provided by an activity recognition application to know if the user
is walking down a stair to improve the tracking results. In return, the activity
recognition application can utilize the user location provided by the location
tracking application to improve the accuracy. For example, it is very unlikely
that a person is running when he or she is inside a car.

Note that the sharing does not only happen within a smartphone but also
among smartphones in a cooperative manner. An application also can acquire
sensors or sensed information from other neighboring smartphones in a way
that is similar to commensalism and mutualism to avoid conflict and save en-
ergy consumption.

3.2.3 Description

Inspired by aforementioned symbiotic relationships, we propose symbiotic sens-
ing paradigms to enable sensing applications to be deployed on a large scale
with numerous smartphones. Sensing tasks are carried out in a cooperative
manner, i.e. a sensing task is accomplished only if it is performed by at least a
certain of smartphones. In particular, we propose two paradigms of symbiotic
sensing according to how the sensing resources are shared between the sensing
application and other applications.

Definition 3.1. Commensal sensing is a sensing paradigm that allows sensing ap-
plications to piggyback on other applications, namely the hosts, to utilize available
resources or retrieved information. Applications designed with commensal sensing
do not detriment the hosts, but they benefit by gaining the off-the-shelf resources and
results from the hosts. Note that ONLY the sensing applications benefit from the asso-
ciation.

In commensal sensing, as sensing applications reuse data or information
obtained by host applications, energy consumption can be reduced. Further-
more, as the resources are shared, the conflict of simultaneous acquisition is
avoided. For example, an application aiming to recognize the context of the
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surrounding environment can piggyback the phone call and photography ap-
plications when users make a phone call and take a photo, respectively. By
doing so, the context-awareness application utilizes the microphones and cam-
eras that are in used by other applications to reduce extra energy consumption.

Definition 3.2. Mutual sensing is a sensing paradigm that allows sensing applica-
tions to share either resources or results with each other to avoid acquiring or process-
ing the sensory data multiple times. Applications designed with mutual sensing do not
detriment each other, but they benefit by gaining the shared resources and results. Note
that ALL applications that participate in the paradigm benefit from the association.

Mutual sensing requires a compromise between at least two sensing appli-
cations. Each application agrees to publish its retrieved information. In return,
it will gain the retrieved information from the other application. For example,
a location tracking application may want to use results provided by an activ-
ity recognition application to know if the user is walking up/down a stair to
update the floor level of user, which is difficult to be recognized from location
information only. In return, the tracking application provides the location con-
text for the activity recognition application. For instance, it is very unlikely that
a person is running when he or she is moving at a speed of cars on a highway.

In principle, commensal sensing and mutual sensing are similar from sens-
ing application viewpoint. In either paradigm, a sensing application piggy-
backs on others to save the energy consumption and avoid conflict of occupy-
ing sensing resources. The only difference between them is how the sensing
resources are shared. Therefore we use symbiotic sensing to refer to both com-
mensal and mutual sensing, to distinguish them from opportunistic sensing
and participatory sensing.

Figure 3.1 illustrates a common architecture of the symbiotic sensing para-
digm. The key feature is a cross-application layer that allows applications to
share sensed information such as contextual data, retrieved information and
models. Unlike the opportunistic sensing paradigm, which perform sampling
data only when the sensor is unoccupied, the symbiotic sensing acquires the
sensor if and only if it is being used by another application to save energy con-
sumption. This piggybacking behavior of symbiotic sensing is also applied
for communication and retrieved information. For example, an activity recog-
nition application may piggyback on a tracking application to enhance its re-
liability. It is unlikely that a smartphone user is walking when the tracking
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Figure 3.1: Common architecture for symbiotic sensing.

application tells that he/she is moving at a high speed similar to a car.
There are three key features as follows that make symbiotic sensing more

scalable and energy saving to cope with the emerging popular of sensing ap-
plications.

• Applications designed with such sensing techniques can share same ex-
clusive resources such as cameras and microphones with each other. Hence,
the applications can coexist and run simultaneously without conflict.

• The applications can benefit each other by sharing their retrieved infor-
mation so that it does not need to be processed multiple times.

• Mechanism is distributed and deployed through instances of applications
on smartphones.

3.2.4 Problem Formulation
A typical smartphone-based sensing problem for urban sensing applications is
to collect data in a region of interest by using off-the-shelf smartphone sensors.
The data can be environmental noise, temperature, dust particles, carbon diox-
ide levels, etc. We assume that data is required to be collected from C types
of sensors. We further assume that the sensing application is installed on N
smartphones. Whenever a smartphone satisfies predefined sensing conditions,
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such as its location, time, physical position, and orientation, the application au-
tomatically performs the sampling task or requests the smartphone’s custodian
to collect data. The collected data will then be sent to a central server in raw or
processed format. To obtain a certain accuracy, each type of sensory data needs
to be collected by at least M smartphones, where M 6 N .

To be able to choose a suitable sensing paradigm to deploy such sensing
application, we need quantitative evaluations to compare the performance of
sensing paradigms. Two most important aspects to evaluate a sensing paradigm
is the probability of success and energy consumption. Therefore, we demon-
strate the evaluation of the sensing paradigms on these aspects. Formally, we
define success probability as follows.

Definition 3.3. Probability of Success of a sensing paradigm is the probability of that
a sensing task is performed by at least M smartphones to obtain a certain level of accu-
racy, given a system consisting of N smartphones, M 6 N .

Let p be the probability that the sensing application can perform a sensing
task on a single smartphone, the probability of success of a generic sensing
paradigm is given in the following lemma.

Lemma 3.1. Probability of Success
The success probability of a sensing paradigm is computed as:

P =

NX

k=M

Ck
Npk(1� p)N�k, (3.1)

where Ck
N = N !/(k!(N � k)!) is the number of k-combination of N elements.

Proof. The probability that the sensing task is performed by an arbitrary set of k
smartphones is the joint probability of that k smartphones perform the sensing
task and N �k smartphones do not perform the sensing task, i.e. pk(1�p)N�k.
In fact, there are Ck

N combinations satisfying that the sensing task have to be
carried out by k smartphones. Therefore, the probability of that the sensing
task is performed by k smartphones is given by

P (k) = Ck
Npk(1� p)N�k.

Since the sensing requirement is that the sensing task needs to be performed
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by at least M smartphones, the probability of success is given by:

P =

NX

k=M

Ck
Npk(1� p)N�k.

Lemma 3.1 shows that the probability of success heavily depends on the
probability that the smartphone can perform a sensing task that is required
by the sensing application. By definition, sensing paradigms provide different
sensing probabilities. Therefore, the probability of success for each kind of
sensing paradigm is also different.

3.2.5 Evaluation Model
In this section, we derive quantitative models to evaluate sensing paradigms
used as schemes for sensing applications. Note that the probability of success
defined in [5] is under the assumption of that the required sensors are always
ready to sample data as long as the smartphone owns them. However, under
traditional sensing paradigms (participatory and opportunistic), the sensors
might be unavailable when they are being occupied by another application.
For example, the microphone cannot be used for sensing purpose when the
phone is making a call, or the camera is unavailable during a video conver-
sation. On the other hand, symbiotic sensing can avoid this conflict by shar-
ing the sensing resource. Hence, we propose different formulas to represent
the probability of success and energy consumption for each sensing paradigm.
Since the probability of successfully collecting all C types of sensory data is
simply the joint probability of collecting each type of sensory data, for clarity
and reading convenience, we will derive evaluation models for sensing appli-
cations that request only a sensor type, i.e. C = 1. In particular, we present the
derivation of Estimated Success Probability as follows.

As defined in Lemma 3.1, the probability of success is computed using the
probability that a sensing task can be performed on a smartphone p. There
are several issues that may affect the chance of a sensing task performed on a
smartphone. For example, the user must agree to take part in the sensing task,
the phone must be in a suitable context for data sampling (e.g. at a particular
location), the phone must have the required sensor. Therefore, to make the
derivation more clearly, we first define a number of elementary probabilities as
follows.
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Definition 3.4. Probability of Permission (Pp) is the probability that the user agrees
to take part in sampling sensory data when there is a requirement query.

Definition 3.5. Probability of User (Pu) is the probability that the user actually takes
part in sampling data, for example, the probability that the user pulls his/her smart-
phone out of the pocket just to take a photo of the sky for an air monitoring application
when the application requests.

Definition 3.6. Probability of Context (Pc) is the probability that the smartphone has
its context matched with the sampling conditions, for example, when the smartphone is
out of the pocket for some other purposes so it can also be used to record environmental
noise.

Definition 3.7. Probability of Sensor (Ps) is the probability that the smartphone owns
the sensor type required by the sensing task.

Definition 3.8. Probability of Occupation (Po) is the probability that the required
sensors are being occupied by another application given the matched context, for ex-
ample, the percentage of time the user uses his/her smartphone to take a picture for
himself/herself.

For each sensing paradigm, the probability of a sensing task performed on
a smartphone is different. For example, in opportunistic sensing, a sensing
task can only be performed if the requested sensor is not in use by another
application, whereas in symbiotic sensing, a sensing task is performed only
if the sensor is collecting suitable data for other applications. Therefore, we
define the probability of success for each sensing paradigm separately in the
following theorems.

Theorem 3.1. Success Probability of Symbiotic Sensing:
The probability of success using a symbiotic strategy is given by:

Pbio =

NX

k=M

Ck
N (PsPcPo)

k
(1� PsPcPo)

N�k, (3.2)

where Ck
N = N !/(k!(N � k)!) is the number of k-combination of N elements.

Proof. Given the probability that the required sensor of the smartphone is oc-
cupied, Po, the probability that the application can piggyback on such sensor
is PsPcPo, according to the definition of the joint probability.
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According to Lemma 3.1, we have the probability of success using a symbi-
otic sensing paradigm such that the sensing task can be performed by at least
M smartphones is given by:

Pbio =

NX

k=M

Ck
N (PsPcPo)

k
(1� PsPcPo)

N�k.

Theorem 3.2. Success Probability of Opportunistic Sensing:
The probability of success using an opportunistic strategy is given by:

Popp =

NX

k=M

Ck
N (PsPc

¯Po)
k
(1� PsPc

¯Po)
N�k, (3.3)

where Ck
N = N !/(k!(N � k)!) is the number of k-combination of N elements and

¯Po = 1� Po is the complement of Po.

Proof. Given the probability that the required sensor of the smartphone is oc-
cupied, Po, the probability that the sensor is free is (1 � Po). Therefore, the
probability that the smartphone can execute the sensing task is PsPc(1 � Po),
according to the definition of the join probability.

According to Lemma 3.1, we have the probability of success using an op-
portunistic sensing paradigm such that the sensing task can be performed by
at least M smartphones is given by:

Popp =

NX

k=M

Ck
N (PsPc

¯Po)
k
(1� PsPc

¯Po)
N�k.

Theorem 3.3. Success Probability of Participatory Sensing:
The probability of success using a participatory strategy is given by:

Ppar =

NX

k=M

Ck
N (PpPs(Pc

¯Po +
¯PcPu))

k
(1� PpPs(Pc

¯Po +
¯PcPu))

N�k. (3.4)

where Ck
N = N !/(k!(N � k)!) is the number of k-combination of N elements, ¯Pc =

1� Pc is the complement of Pc, and ¯Po = 1� Po is the complement of Po.
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Proof. Given the probability that the required sensor of the smartphone is oc-
cupied, Po, the probability that the sensor is free is (1 � Po). Therefore, the
probability that the smartphone can execute the sensing task without the help
of the user is the joint probability PpPsPc(1� Po). If the sensing context is not
matched, the application implemented with a participatory sensing scheme
can request the user to help. However, the user might really do so with a prob-
ability of Pu. Therefore, the probability that the smartphone can execute the
sensing task with the support from the user is the joint probability PpPs

¯PcPu.
Thus, we have the probability that the smartphone can execute the sensing task
with participator sensing is given by PpPs(Pc(1� Po) +

¯PcPu).
According to Lemma 3.1, we have the probability of success using a partic-

ipatory sensing paradigm such that the sensing task can be performed by at
least M smartphones is given by:

Ppar =

NX

k=M

Ck
N (PpPs(Pc

¯Po +
¯PcPu))

k
(1� PpPs(Pc

¯Po +
¯PcPu))

N�k.

Theorem 3.4. Success Probability of Hybrid Sensing:
The probability of success using a hybrid strategy is given by:

Phyb =

NX

k=M

Ck
N (PpPs(Pc +

¯PcPu))
k
(1� PpPs(Pc +

¯PcPu))
N�k, (3.5)

where Ck
N = N !/(k!(N � k)!) is the number of k-combination of N elements and

¯Pc = 1� Pc is the complement of Pc.

Proof. For a hybrid sensing paradigm, two possibilities exist: either the sensing
context is matched or not. If the sensing context is matched, the smartphone
will do sampling data regardless of the acquiring sensor is occupied or not.
Therefore, the probability that the smartphone can execute the sensing task
when the context is matched is PpPsPc. If the sensing context is unmatched,
the application will request the user to assist in sampling data. Therefore, the
probability that the sensing task can be completed with the assistance of the
user is PpPs

¯PcPu. Hence, the possibility that the smartphone can perform the
sensing task is the joint probability PpPs(Pc +

¯PcPu).
According to Lemma 3.1, we have the probability of success using a hybrid

sensing paradigm such that the sensing task can be performed by at least M
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smartphones is given by:

Phyb =

NX

k=M

Ck
N (PpPs(Pc +

¯PcPu))
k
(1� PpPs(Pc +

¯PcPu))
N�k.

3.2.6 Quantitative Evaluation
In this section, we evaluate the symbiotic, opportunistic, participatory and hy-
brid sensing paradigms in terms of the models given in Section 3.2.5. We ad-
dress a city mood application using smartphones carried by citizens. The ap-
plication aims for helping citizens to understand the feeling of their city. For
example, a street is angry as it is busy with a traffic jam or a central park is
happy as it is having a festival with kids. To be able to infer the city mood,
city sounds are primary sources that provide rich information. A conventional
sensing system requires dedicated microphones densely deployed on a large
scale. Such a system costs a lot of money and efforts to develop, deploy and
maintain. On the other hand, the rise of smartphones has enabled utilizing on-
board microphones of smartphones to collect data. Although there is a tension
in terms of data quality, which is lower than that of dedicated sensing systems,
the proliferation of smartphones can help improving the data quality in many
situations.

In short, a sensing application is installed on a large number of smart-
phones. The application collects and processes the environmental sounds mea-
sured by the microphones of the smartphones. The sensing strategy is based
on one of the sensing paradigms. In the context of such applications, we derive
the model probabilities with realistic statistics.

Parameter Settings

It is likely that every single smartphone has at least one microphone, therefore,
we set Ps = 1 for the microphone sensor type. Since recording sound when
the smartphone is in a pocket has dramatically low quality, we define when the
smartphone is out of the pocket as the context matching. In 2012, Bristons spent
average 90 minutes per day on their smartphones [59], of which approximate
14 minutes per day for using applications. We will use this analysis [59] as an
approximate probability of the context matching. Thus we set Pc = 90/(24 ⇥
60) = 0.0625. The survey [59] also shows that Bristons used their mobile phone
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17% of such usage time for making phone calls. Because the microphone is
an exclusive sensor that typically cannot be accessed by multiple applications
at the same time except building some middleware platform for cross-sensor
applications, we conservatively set Po = 0.17.

To derive Pp and Pu, we conceptually map it to the probability of the first
contact rates surveyed in a report on the feasibility of cell phone surveys [60]. In
particular, the civilians were first called through their cell phones if they were
willing to participate in a survey, in which they were expected to answer a list
of interview questions. The study results show that 1561 out of 4448 agreed
to participate into the interview. Therefore, we set Pp = 0.3. The results also
show that only 318 participant completed all the questions. That completion
indeed requires some modification of planned behaviours conceptually relates
to the probability of that a user participates in sampling data. Hence, we set
Pu = 0.2.

Evaluation Results

Given these probability values, the relationship between the derived values
of success probabilities versus number of smartphones for symbiotic, oppor-
tunistic, participatory, and hybrid sensing paradigms are plotted in Fig. 3.2. In
particular, Figure 3.2(a), (b), and (c) show the graphs of the success probabil-
ities when the sensing application requires as least 1, 5, and 10 smartphones
to collect data of the same event, respectively. Obviously, the hybrid sensing
paradigm always has the highest probability of success regardless the values
of the parameters. In this scenario, the opportunistic and participatory sens-
ing paradigms have similar probability of success when varying number of
smartphones. The symbiotic sensing paradigm has the lowest probability of
success as it only utilises sensors occupied by other applications to save en-
ergy consumption, which is 0.17. Nevertheless, when increasing the number
of smartphones, the success probability values of the symbiotic paradigm also
increase. This phenomenon confirms the hypothesis, the symbiotic sensing
paradigm can perform as well as other sensing paradigms without consuming
much extra resources if there are more smartphones collaborating.

Figure 3.2(a), (b), and (c) also show that the probabilities of success decrease
when the sensing application requires more smartphones to acquire data of the
same event. To maintain the probabilities of success, the application needs to
be deployed on more smartphones. For example, to obtain a value of approxi-
mate 1, the symbiotic sensing paradigm requires as least N = 500 smartphones
if M = 1, while N = 1100 smartphones if M = 10. This phenomenon can be
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Figure 3.2: The success probability of executing a noise measurement with citizens’
smartphones for a city-sound-map application when using different sensing strategies.

theoretically proven because the probabilities of success are the sums of posi-
tive terms. The higher M , the smaller probabilities.

Since part of our work is developing symbiotic sensing to use the benefit
of collaborations of a swarm of smartphones, it is interesting to analyze the
relative merits and sensitivities versus number of smartphones and the proba-
bility of occupation for the symbiotic and opportunistic paradigms. Note that
the participatory and hybrid sensing paradigms depend on not only the prob-
ability of occupation but also other probabilities. Therefore, we leave out the
participatory and hybrid sensing paradigms for a fair and informative compar-
ison.

Figure 3.3(a) and (b) show the success probabilities when the sensing ap-
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Figure 3.3: The success probability difference between the symbiotic and opportunistic
sensing paradigms when varying the probability of occupation P

o

and N = 100.

plication requires as least 1, 5, and 10 smartphones to collect data of the same
event for symbiotic and opportunistic sensing, respectively. By definition, the
symbiotic sensing paradigm is advantageous when Po is greater than 0.5. The
higher value of Po, the more advantage. Fig. 3.3(c) plots the simple difference
between the symbiotic and opportunistic sensing paradigms in terms of suc-
cess probability against the probability of occupation Po. In particular, the dif-
ference plotted in Fig. 3.3(c) is derived from the subtraction between the success
probabilities of symbiotic and opportunistic sensing plotted in Figure 3.3(a)
and (b), respectively.

The difference also varies with the number of smartphones to install the
sensing application, N , and the number of smartphones required to acquire
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Figure 3.4: The success probability difference between the symbiotic and opportunistic
sensing paradigms when varying the probability of occupation P

o

and N = 300.

data of the same event, M . Figure 3.3 plots the probabilities of success when
N = 100. The graphs show that the symbiotic sensing paradigm gains more
merits when the application requires fewer smartphones to sense the same
event simultaneously. If the number of the required smartphones increases
to above 10, the probabilities of symbiotic and opportunistic paradigms both
get close to zero. Therefore, the difference is small.

When increasing the number of smartphones that installed the sensing ap-
plication, symbiotic sensing gives more advantage if the application requires
more smartphones to acquire data. Figure 3.4 shows that the difference in-
creases when increasing the number of smartphones to 300. The reason is
that the success probabilities of both paradigms increases with the number of
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Figure 3.5: The success probability difference between the symbiotic and opportunistic
sensing paradigms when varying the probability of occupation P
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and N = 1000.

smartphones, but toward the opposite sides of the balance point Po = 0.5 .

However, when continuing to increase the number of smartphones, both
paradigms approach the highest probability of success. It requires higher Po

values to make use the advantage of the symbiotic sensing paradigm over the
opportunistic sensing paradigm as shown in Figure 3.5. Note that a higher Po

value means that more sensing applications deployed on smartphones acquire
the same sensors, which would happen in the near future. In other words, the
symbiotic sensing paradigm is more suitable to large scale sensing systems that
require at least a number of smartphones to sense the same event.
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3.3 Distributed Cooperative Sensing Architecture
Since the main aim of this dissertation is to find suitable methods, techniques,
and solutions for smartphone-based sensing systems, we introduce the soft-
ware architecture that focuses on implementation on smartphones as depicted
in Figure 3.6. Overall, the software architecture is designed in the way to enable
cooperative sensing using the hybrid sensing approach. The software architec-
ture consists of a number of components that can be categorized into three
main stacks: data sampling, data processing, and data dissemination.

The data sampling stack function is to sense and collect information of
events and then push the sensor data to the upper stack, data processing.
The sampling is managed through a framework based on the hybrid sensing
paradigm. To support opportunistic sensing, the smartphone context detector
block is designed to notify the framework whenever the smartphone meets the
required sensing condition. To support participatory sensing, a smartphone
user can entry the interesting information through the user interaction block.
Once the sensing condition is satisfied, the framework adaptively samples the
events data through the cross-application sensor service block. Besides be-
ing able to adaptively sample data, the cross-application sensor block can also
make it possible to share sampling information among applications to enable
the symbiotic sensing approach. In addition, the sampling framework is co-
operative. It can collaborate with the sampling frameworks implemented in
nearby smartphones to share the sampling resources such as sensors.

The data processing stack is designed to cooperate with other smartphones
to process the data sampled by the data sampling stack. It first gathers data
from smartphones nearby then extracts features and infers the event. All these
three steps are executed by the data fusion, feature extractor and estimator
blocks, respectively. Note that these processes are distributed, communicate
with others similar functional processes implemented in the other smartphones.

The results given by the estimator block need to be disseminated to civil-
ians who are interested in the event information. This demand can be fulfilled
by the data dissemination stack, in particular, the heterogeneous sensor net-
works. Heterogeneity means that the networks comprise various devices that
can participate in sensing, transferring and receiving data. Examples are in-
telligent lampposts, smart vehicles and road-side WiFi units. Since we target
at a low-cost, robust and reliable network, Delay/disruption Tolerant Network
(DTN) protocols are preferred to disseminate event messages among the de-
vices through short-range radio interfaces such as WiFi and Bluetooth. The
bottom line is using the "store-carry-process-and-forward" paradigm. A device
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Figure 3.6: Software Architecture.

stores a message, processes the message, carries the message until the device is
in range of communication of other devices and then forwards the message to
the in-range devices.
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3.4 Summary
In this chapter, we have discussed and compared symbiotic sensing with other
existing sensing paradigms such as opportunistic and participatory sensing.
Opportunistic sensing executes sensing tasks unobtrusively to the users. Con-
versely, participatory sensing requires the users to use their smartphones to
collect required data. However, the significantly growing number of sensing
applications in recent years has made most smartphone users reluctant to allow
their devices to perform sensing tasks mainly because of battery life. Explor-
ing the symbiosis among sensing applications, we proposed symbiotic sensing
that can save energy while maintaining as high performance as other exist-
ing paradigms. The key idea is that a sensing application should ulitize the
sensory resources that are being used by another application, typically native
applications of smartphones. By doing so, the new sensing paradigm collects
required data with very little extra resource consumption. To be able to com-
pare the symbiotic sensing paradigm with others, we presented mathematical
evaluation models in terms of the success probability versus different parame-
ters. The quantitative evaluation results given a real dataset indicate that sym-
biotic sensing performs better than others including opportunistic sensing in
most situations, especially when having numerous smartphones and sensing
applications. This is consistent with our hypothesis. The results also show
that symbiotic approach is suitable to large-scale sensing systems that require
multiple smartphones to sense the same event.

In addition, we presented a distributed cooperative architecture for smart-
phone sensing based on the concept of symbiotic sensing. The architecture is
composed of three main layers, called stacks. The data sampling stack is ad-
dressed in Chapter 4. Chapter 5 deals with problems of the data processing
stack. Finally, solutions for data dissemination are presented in Chapter 6.





CHAPTER 4

Cooperative Data Sampling

In Chapter 3, we have introduced the cooperative distributed sensing archi-
tecture that can support a hybrid sensing paradigm for event detection. In this
chapter, we now expand upon the lowest stack, data sampling, exploring and
exploiting the opportunities given by smartphones to provide confident and
low-energy-consumption sampling in a distributed manner. In other words,
we introduce a cooperative sampling scheme that can support multiple sens-
ing paradigms as well as energy saving. Moreover, the scheme should allow
sampling unfolding events as quickly as possible so that an application can
support the user to make a decision faster and gain an advantage over the other
applications.

4.1 Introduction
The fact that sensors are everywhere and are being designed into smartphones
offers researchers a rich and powerful computing platform to develop sensing
applications including urban safety, environment monitoring, activity recogni-
tion, and context awareness. Most recent approaches are based on either op-

This chapter is partially based on:

• V. D. Le, H. Scholten, and P. Havinga, “Flead: Online frequency likelihood estimation
anomaly detection for mobile sensing,” in Proceedings of the 2013 ACM Conference on Per-
vasive and Ubiquitous Computing Adjunct Publication, ser. UbiComp ’13 Adjunct. New York,
NY, USA: ACM, 2013, pp. 1159–1166.

• V.-D. Le, H. Scholten, and P. M. Havinga, “Online change detection for energy-efficient
mobile crowdsensing,” in Mobile Web Information Systems. Springer, 2014, pp. 1–16. (Best
Paper Award)
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portunistic sensing or participatory sensing (see Table 2.2 and 2.1). However,
the sensing capability of smartphones has significantly improved recently. This
improvement enables a broader range of sensing approaches to be developed
in a cooperative distributed manner. Therefore, we introduce a framework of
cooperative distributed sampling that is able to support collecting data with
various sensing paradigms such as opportunistic, participatory, commensal,
and hybrid sensing. For the opportunistic sensing paradigm, the framework
provides a module to detect when the context of a smartphone is suitable for
collecting informative data, for example, when the smartphone is out of the
pocket to measure the environmental noises. For the participatory sensing
paradigm, the framework provides a user interface to send requests to the user
to collect data, and to receive inputs from the user. For the commensal sensing
approach, the framework provides a cross-application service that can share
sensor resources among the applications. All such functionalities are able to
work together to support a hybrid sensing approach, a combination of various
sensing approaches.

In addition, the significant development of smartphone technologies and
the demand of smartphone-based sensing have led to that more and more so-
phisticated and power-hungry sensors such as pressure sensors, humidity sen-
sors, dust particle sensors, and gas sensors to be integrated. Consequently,
data harvesting through mobile phones invokes a variety of challenges to over-
come limited resources. Despite possessing higher battery capacity than con-
ventional sensor devices do, smartphones consume much more power. It is
also hard to persuade users to sacrifice battery power for sensing tasks. These
resource constraints have deterred researchers from developing sensing appli-
cations running on smartphone platforms. Therefore, an effective scheme to
adaptively sample sensor data is becoming more demanding than before, es-
pecially in continuous monitoring.

To cope with the energy constraint, a lot of work has been proposed such
as [61–65]. Most of these works use machine learning techniques to estimate
parameters of sensing context, for example, user mobility patterns, user mobil-
ity states and smartphone context. Since the sampling schedule is fixed after
the training phase, these techniques are suitable for adaptive sensing applied
to daily activities, however, in practice sensing context varies largely. In par-
ticular, smartphones carried by peoples have extremely dynamic movement
patterns and environments. For example, a person may visit various places
and do a lot of unpredictable activities during a day. An adaptively sampling
technique that predicts incoming data based on a model learned by a machine
learning algorithm may miss important data, especially when trying to detect
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short and sophisticated events. Existing techniques also requires a considerable
delay to recognize whether the context matches with the sensing conditions.

Therefore, we enhance our the sampling framework so that it can efficiently
save energy. In normal conditions, most sensors are switched off to conserve
energy. Only a small set of sensors are turned on to monitor the sensing con-
text. Once the sensing context is matched, the framework triggers requested
sensors to collect the data. After a predefined period, the sensors are set back to
the idle mode. As smartphones in a neighbourhood are connected, the frame-
work in a smartphone can also invoke sensors from other nearby smartphones
to enhance data collecting.

The remainder of this chapter is organized as follows. Section 4.2 points out
current works that are most related to our adaptive sampling approach. In Sec-
tion 4.3 we extend the software architecture of the data sampling stack. Next,
we present an online adaptive sampling scheduling method that is suitable
for measuring data in dynamic contexts with low power consumption devices.
Section 4.5 presents a new technique to detect the change points of context
statuses. Evaluation and experiment are carried out in Section 4.6. Finally, Sec-
tion 4.7 concludes this chapter.

4.2 Related Work
There are collaborative adaptive sensing schemes based on a set of smartphones
to reduce energy consumption. Darwin [13] is a collaborative reasoning frame-
work built on three concepts: classifier/model evolution, model pooling, and
collaborative inference. SocialeSense [12] controls the sampling rate while bal-
ancing the energy-accuracy-latency tradeoffs based on reinforcement learning
mechanisms. Both schemes have a heavy computation load for smartphone
platforms. The schemes check whether the measurement of a node can be pre-
dicted based on the measurement of neighbors. If so, this node will be turned
into passive mode. This scheme will not be efficient in sparse networks, where
most smartphones are usually not in the communication range of neighbors.

Two works that are technically close to our sampling framework are Emo-
tionSense [61] and Jigsaw [65]. EmotionSense, a mobile phone based adap-
tive platform for experimental social psychology research, uses first order logic
predicates to make rules to trigger sensors or change sampling rate. The rules
can be defined by users, for example, starting the GPS receiver only if the user
is currently moving. Jigsaw supports continuous sensing applications on mo-
bile phones by comprising a set of sensing pipelines for the accelerometer and
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microphone to judiciously trigger the GPS sensor. The combination of such
three sensor types takes into account the mobility and behavioral patterns of
the user to reduce energy consumption. Even though both EmotionSense and
Jigsaw greatly improve sensing performance in terms of energy cost, they are
not suitable for sampling dynamic events. EmotionSense would have many
false detections of changes because it requires a silent phase of streaming data
to detect user emotion. In addition, both Emotion Sense and Jigsaw require
to run feature extractions and classifiers given several data frames to be able
to generate triggers. That causes a considerable delay of several seconds up to
minutes as mentioned in their work. Within such delay, an emergency event
probably had passed before the trigger was generated.

To the best of our knowledge, most adaptive sampling algorithms that peri-
odically tune either sampling rates or subsets of sensor nodes cannot be applied
to continuous sensing with mobile phones, especially for detecting short and
non-deterministic events. In particular, the surrounding context varies largely
since mobile phones carried by people have extremely dynamic movement pat-
terns and environments. A person might visit various places and do a lot of
unpredictable activities during a day. Adaptive sampling based on predicting
incoming data with statistical models may miss important data, be ineffective,
and suffer a considerable delay, especially in situations like accidents that hap-
pen unpredictably in a short time. Moreover, turning on power-hungry sen-
sors even with low sampling rates will deplete the battery very quickly in a
few hours or even less. To this end, we propose a new scheme that provides in-
formative real-time sensor data, which can be used to retrieve the information
of related events while optimizing the power consumption.

4.3 Sampling Architecture
The cooperative distributed sampling framework is composed of five main
components as illustrated in Fig. 4.1: Sampling Management, Event States De-
tector, Cross-Application Sensor Service, User Interaction, and Smartphone-
Context Detector. These five components are essential to enable hybrid sensing
approaches to be deployed in a cooperative distributed manner.

4.3.1 Cross-Application Sensor Service
Sensors embedded on smartphones can be either exclusive or non-exclusive. If
a sensor is exclusive, it cannot be simultaneously accessed by multiple ap-
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Figure 4.1: Sampling Architecture.

plications. Examples include microphones and cameras. To this end, Cross-
Application Sensor Service is designed to enable sharing exclusive sensors among
applications. As a result, the symbiotic sensing approach is more efficient since
Cross-Application Sensor Service allows a sensing application to use the sen-
sors that are currently in use by other applications.

In addition, each application may require a different sampling rate, which
can be different from the native sampling rate. However, the native sampling
rate is non-deterministic. It may vary depending on the states of the smart-
phone and the type of the smartphone, albeit with the same setting. Cross-
Application Sensor Service aims at providing the expected sampling rate for
each application by downsampling and upsampling.

Since sampling sensory data is typically power-hungry, Cross-Application
Sensor Service is also designed to be able to switch on/off sensors according
to the parameters received from Sampling Management. In general, power-
hungry sensors are preferred to be idle if the event context looks normal and
only turned on for a short period if Sampling Management sends a trigger that
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indicates some interesting event may happen and it is better to sample more
intensively.

4.3.2 Smartphone-Context Detector

To save energy while adaptively sampling data, the framework should collect
data if and only if the context of a smartphone meets the required condition.
For example, a sensing system may be interested in events at certain places,
therefore, the smartphone is required to start sampling data if and only if the
smartphone reaches the areas of interests [56]. Smartphone-Context Detector
is designed to detect when such conditions are satisfied.

Note that energy saving is a predominant requirement when designing
techniques for smartphone-context detection. Therefore, the techniques should
be either lightweight or rely on native services/broadcasters provided by the
smartphone systems. In particular, a simple rule is applied to the context of a
smartphone given sensory data. For example, the light sensor of a smartphone
can detect correctly if the smartphone is inside a pocket in most of the situa-
tions. Another example is using the Global Positioning System (GPS) data to
detect if the smartphone is at the places that are suitable for performing data
sampling. The context of a smartphone can also be detected by listening to a
native service. For instance, registering to the TelephonyManager class to listen
when the smartphone is in a call with the Android platform.

4.3.3 Event States Detector

To avoid constantly sampling sensory data and save battery life, we have intro-
duced Smartphone-Context Detector to enable sampling data only if the sens-
ing condition is matched. In some cases, the sensing condition can be held
for a long period. For example, a user may stay at an area of interest a whole
day. Continuously collecting data while the user is still within the area of in-
terest would consume a lot of smartphone battery too. Therefore, we design
Event States Detector to enhance energy saving based on detecting the change
points of event states. In fact, change points include anomalies and transitions
of events. Our hypothesis is that only sensory data sampled around the change
points are interesting and sufficient to monitor contexts. Therefore, it requires
only a minimum set of sensors, namely proactive sensors, to continuously mon-
itoring context changes. Other types of sensors, namely reactive sensors, are set
idle to save power consumption and will be invoked to enhance sensing data
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after a change is detected. For example, by monitoring a light sensor, an algo-
rithm gives a hint that something may be happening if there are fireworks and
smartphone is out of the pocket. Then the algorithm will generate a trigger to
enhance collecting data through additional sensors such as microphones to be
able to detect the fireworks better.

The trigger is required to be as real-time as possible. In other words, a trig-
ger has to be generated right after the event started, preferably few millisec-
onds at most, so that other sensors can be switched on fast enough to capture
the event information. Note that continuously processing proactive sensory
data to detect a change point is also a burden. Therefore, Event States Detector
has to be lightweight, real-time, and reliable.

4.3.4 User Interaction
There also exist sensing systems that are built to request users of smartphones
to give some input about an event that they are observing, which are cate-
gorised as participatory sensing. For example, [42] asks a smartphone’s user
nearby an event to swipe his/her smartphone’s touchscreen towards the direc-
tion of the event. By doing so, the system can localize the position of the event,
for instance, localizing areas of a fire in campuses and cities. User Interaction
is designed to facilitate entering the observed data by the users.

A complex procedure likely makes the users refuse to participate in retriev-
ing data. Therefore, User Interaction has to be designed in a way that requests
the users to modify their behaviors as less as possible.

4.3.5 Sampling Management
Sampling Management is the central component that controls the sampling
process. Based on the context information given by Smartphone-Context De-
tector, Event States Detector, and User Interaction, Sampling Management con-
trols Cross-Application Sensor Service to collect required sensory data. Note
that our data sampling stack is designed to support various sensing paradigms
including opportunistic sensing, participatory sensing, commensal sensing,
and hybrid sensing. Whenever the smartphone’s context is matched with the
sensing requirements, Smartphone-Context Detector will inform Sampling Man-
agement to invoke the sensors of the smartphone. This strategy is considered
as Opportunistic Sensing. Sampling data also can be performed as a participa-
tory sensing technique by requesting the users to give feedback on the event
that he/she observed.
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In addition, a Sampling Management module on a smartphone can com-
municate with other Sampling Management modules on smartphones in the
neighborhood to perform cooperative sampling. In particular, the trigger gen-
erated by a smartphone can be used to invoke additional sensors on nearby
smartphones. Moreover, sensory data collected by these smartphones can be
aggregated through a short-range radio to enrich the information about the
interesting event. Furthermore, to improve energy saving, Event States Detec-
tor has to be implemented with a lightweight reliable change detection tech-
nique to accurately generate a real-time trigger whenever an interesting event
changes its state.

4.4 Minimum Active Duration Sensing Scheduling
In this section, we describe a sensing scheduling method that is designed to
reduce energy consumption based on the architecture described in Section 4.3.
Even if the sensing conditions are matched, sensors should be switched to the
idle mode as long as possible to save more energy consumption. The key idea
of the sensing scheduling method is minimizing the durations of sensors in the
active mode based on detected change points of context states while still being
able to collect informative data.

4.4.1 Change Points of Context States
As change points might be misclassified with conventional anomalies or out-
liers in data, again, we emphasize that their definitions are different in the
context of sensing. An anomaly in data is defined as an unexpected pattern
in a dataset, which typically indicates some kind of problem, such as, a road
bump, a gun shot or a defect of an engine. However, changes not only include
such anomalies but also are referred to the transitions of a context, such as the
sequential sounds in Fig. 4.2. Since data next to transitions like in Fig. 4.2 do not
have significant dissimilarity in pattern with the previous one, a good anomaly
detection technique might be ineffective under such circumstances, albeit the
technique can perform well with the standard anomalies.

Most smartphone-based sensing applications require continuous sensing,
which is the burden on the battery. In fact, many of these applications are only
interested in data collected around change points or anomalies. For example,
knowing when the user starts and stops walking is more than enough in many
activity monitoring applications. Therefore, an adaptive scheduling method
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Figure 4.2: A random sequence of sounds.

based on change points can save the battery life by putting most power-hungry
sensors in sleep mode whenever no change point is detected.

4.4.2 Minimum Active Duration Sensing Scheduling (MASS)

The MASS approach is proposed with a hypothesis that only sensory data
sampled around the change points are interesting and informative enough to
monitor the context of an event. Therefore, it requires only a minimum set of
sensors, namely proactive sensors, to continuously monitoring context changes.
Other sensors, namely reactive sensors, are set idle to save power consumption
and will be invoked to enhance sensing data if a change is detected. In par-
ticular, whenever the sensing condition detected by Smartphone-Context De-
tector is matched, MASS activates only proactive sensors to monitor the events
while reactive sensors are set idle. The incoming signals provided by proactive
sensors are split into predefined overlapping time windows as illustrated in
Fig. 4.3. Data features are extracted from the measurements within a window.
An algorithm like an outlier detection algorithm would be used to detect if a
change just happened.

Once a change point is detected, reactive sensors will be switched to their
active modes to enriching data. Based on the likelihood of changing states,
represented by a probability, MASS will define a sampling duration for reactive
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Figure 4.3: Online change detection framework.

sensors. The estimated sampling duration varies with specific applications.
Nevertheless, the duration is required to be long enough so that the new states
of the interesting event can be detected, for instant, it typically takes several
seconds of audio samples to recognise sounds or human activities.

Note that we have presented MASS in the way that it can be applied for
smartphones with different types of sensors, which are categorized into proac-
tive and reactive groups. Nevertheless, MASS can be also applied for sensor
devices that have only one sensor type. In this case, proactive sensors are a
set of nodes that are active to monitor the context changes. Reactive sensors
are sensors on the other nodes that are in idle mode and will be woken up
once they received a trigger. The proactive set can be iteratively randomised or
predefined, depending on applications and systems.

4.4.3 Mathematical Formulation
We consider a mobile sensing system with multiple mobile devices that are
equipped with sensors and daily carried by users. The idea beyond our pro-
posal is that the devices should be able to trigger sampling, processing and up-
loading sensory data around the change points in order to save sensing power
and bandwidth. In other words, the proposed technique should be feather-
weight and able to quickly detect the change points on-fly with minimum false
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positive. To present the problem of online change detection more clearly, we
first describe following definitions.

Definition 4.1. Let T denote an infinite set of discrete instants t 2 T in time do-
main. Therefore, the timestamp value, which is assigned to each consecutive sample,
can be regarded as natural numbers from N. We define time intervals (t
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Definition 4.2. At an arbitrary t, a data stream X is considered as an ordered se-
quence of the sample xt, obtained with timestamp t. Without loss of generality, we
define window Wt is a set of temporal samples spanning ! units backwards from time
t, Wt = {xi, i 2 (t� !, t]}, where ! denotes the window size.

Definition 4.3. To control the transition of successive windows W , we define sliding
step of # time units. Upon sliding, window W k

t at sliding step kth subject to t =

k# + !, W k
t = {xi, i 2 (k#, k# + !]} includes not only fresh # samples but also a

! � # of samples from the previous window. For notational simplicity let W k
= W k

t ,
the window at sliding step kth.

Definition 4.4. For better representing information of data, we define data features or
window features are the features that are extracted by mechanism H(·). At any sliding
step kth, a feature is computed by F k

= H(W k
) or F k

= H(xi), i 2 (k#, k# +

!]. Note that F k is a feature vector with p numerical attributes that represent data
W k. Therefore, feature F k can be also expressed as a row vector of p elements, F k

=

(ak
1

, ak
2

, . . . , akp).

Definition 4.5. Since the accumulative number of features F in feature domain Rp

can be very large and we only need to temporarily keep a finite number of historical
features, we define the historical data at sliding step kth is a set of temporary features
spanning m units before kth, �k

= {F i, i 2 [k�m, k)}, where m is namely historical
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length. For better visualisation, we express �k as a m⇥ p matrix

�

k
=

2
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From above definitions, we have the mathematical formulation of the MASS
problem and the change detection as the follows.

Definition 4.6. (MASS) given a streaming data X sampled from consecutive context
states that is composed of n change points and have the length T time units, window
size !, sliding step # and current timestamp value tc, MASS needs to seek an upcoming
schedule to switch additional sensors into active mode whenever the context changes so
that the total time in which the sensors are in active mode is minimized subject to that
the sensing schedule covers the change points within an acceptable tolerance.

Definition 4.7. (Change Detection) Given �

k
= {F i, i 2 [k �m, k) is the training

set and F k is the test sample, where m 2 N is considered as the number of observations.
By assuming that observed features belong to a single class, change detection detects if
the current feature value F k belongs to another class. Mathematically, the problem is
to find the statistical model probability p(F ). Then if

(
p(F k

) � ✏, context is remained
p(F k

) < ✏, context has changed
, (4.2)

where ✏ is a threshold, which can be chosen in advance or tuned by maximizing the
F-measure in statistics.

In order to optimize MASS, the change detection needs to be able to:

• have lightweight computation.

• detect as many real change points as possible,

• detect changes quickly within a certain delay of milliseconds,

• keep as fewer false detections as possible.
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4.5 Context Change Detection
In this section, given sensory data, we introduce a new online change detec-
tion technique, namely Frequency Likelihood Estimation (FLE). The FLE al-
gorithm provides a low false positive while maintaining a high true positive
compared to current techniques. In other words, MASS implemented the FLE
algorithm would enable researcher to develop energy-efficient applications in-
cluding data sampling, data processing and data gathering with minimum re-
source consumption: computation, storage and battery.

4.5.1 Histogram Likelihood Change Detection
There are numerous algorithms for change detection, which are well reported
in two surveys of Chandola et al. [66, 67]. Among them, classification-based
techniques are the most effective. Two most well-known techniques are the
One-Class Support Vector Machine (OC-SVM) for outlier detection using Ham-
ming distances [68] and the Multivariate Gaussian Distribution (MVN) in the
Machine Learning course [69]. The OC-SVM is well known for its sensitivity
and MVN is well known for its computational complexity. In particular, the
OC-SVM can deal with a small number of samples but requires high computa-
tion. Conversely, the MVN is less effective but lightweight. In general, detect-
ing change points from online streaming data given short historical samples
(say from 10 to 50 samples) is still an intricate research topic for mobile sens-
ing platforms. However, most classification-based techniques require adequate
samples to train the parameters and the context is assumed to be remained af-
ter training. These requirements are not practical for mobile sensing, of which
sensing context are dynamic and unpredictable.

In addition, we realize that most statistical change detections including the
glshbos algorithm [70] are either too sensitive to outliers or too robust with sta-
tistical dispersion (underlying of statistical samples). This characteristic makes
these change detections suitable for detecting outliers that are significantly dif-
ferent from a dispersion like the normal distribution, but not suitable for de-
tecting changes that cannot be seen clearly such as from crying to laughing
given audio data. To detect these sorts of changes efficiently, we propose the
lightweight FLE algorithm, a nonparametric-based technique preliminarily de-
scribed in [71]. The technique is termed "frequency likelihood" since we modify
the conventional frequency histogram of consecutive samples. We reemphasize
that using the histogram to detect anomalies has been used in previous work.
However, histogram-based techniques have to endure the issues caused by the
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highly dynamic contexts. In particular, a small set of samples measured in a
dynamic environment typically is not normal distributed, even left-skewed or
right-skewed. Determining a fixed threshold also struggles with the dynamic.
Note that the conventional Histogram-based Outlier Score (HBOS) constructs
the bin width solely based on historical samples. However, the number of his-
torical samples are quite short for online detection. Therefore, the HBOS has
a poor performance since the test samples usually fall out of the predefined
histogram. Indeed, our new method is able to deal with such issues.

Given temporary dataset m + 1 samples including training set �k and test
sample F k, which is expressed as a (m+ 1)⇥ p matrix

D =

2
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for each attribute column of D, FLE first counts the amount of elements that
fall into each disjoint category, also called bin. Let b denote the total number of
bins, FLE for each attribute i, i = 1, . . . , p, is a function pi,j that must satisfy:

m+ 1 =

bX

j=1

pi,j . (4.4)

In general, b is set to b < (m+1) to make use of the histogram. Unlike HBOS
using only m samples, FLE includes the test sample F k when building the his-
togram. This solves the case of that a test sample falls out of the histogram. It
also turns out that the frequency pi,j at bin j will have the highest value for at-
tribute i if there exists a change point. That the highest values of frequencies in
the modified histogram are almost similar makes it feasible to chose a constant
threshold.

Another issue is that the position of the maximum frequency is highly dy-
namic and depends on which bin most samples fall into. Consequently, re-
peatedly finding the location of the means consumes more mobile platform’s
resources. FLE can overcome this issue by taking the absolute values of given
data as the data set D. As a result, this technique most likely pushes the mean
and outliers to the most left bin (called least significant bin LSB) and the most
right bin (called most significant bin MSB). Therefore, we only need to simply
count the frequencies of the LSB and MSB. The change probability of test data
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|F k
i | of the ith attribute, denoted by ep(|F k

i |), can be estimated by:

ep(|F k
i |) = pi,1 + pi,b, (4.5)

where pi,1 and pi,b are the frequencies of the LSB and MSB regarding to the
ith attribute, respectively. Note that HBOS has to count frequencies of all bins,
which requires more computation.

As our goal is to detect anomalies, we aggregate such individual change
probability for all attributes of a feature by finding the maximum value. We
remark that using joint probability will result in limiting the possibility to de-
tect outliers since ep(|F k

i |) may have very small values. For instance, a buzzer
emits considerable amplitude in high frequencies but not in low frequencies.
Choosing the max probability is a better solution to increase the possibility of
detecting the buzzer sound. Hence, the estimate of change probability given
current feature observation F k is

ep(|F k|) = max{ep(|F k
i |)}, i = 1, . . . , p. (4.6)

To match (4.6) with the problem definition (4.2), we consider the density
probability of the complement by computing the complement of the change
probability.

p(|F k|) 1� ep(|F k|). (4.7)

Using above (4.7), we can detect changes using the condition described by (4.2).

4.5.2 Complexity
Given a temporary dataset D including training set �k and test sample F k. The
total number of entities in D is p⇥ (m+1). For each attribute of feature Fi, FLE
uses m + 1 elements. Therefore, it requires m + 1 operations to find the min
and max values. It also needs another m+ 1 operations to count the frequency
density of the LSB and MSB. Therefore, the complexity, or big-O of FLE is:

O(2(m+ 1)p) ' O(mp), (4.8)

where m is the history length and p is the dimension of the data feature. We
remark that the conventional histogram HBOS requires b, the number of bins,
iterations to compute frequency density for each element. Therefore, the com-
plexity of FLE is b times less than that of the HBOS, which is O(mbp). More-
over, the complexity of FLE is much less than that of the OC-SVM, O(m3p3),
and even the well-known lightweight MVN, O(m2p2 + p3)
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With regards to the framework in Fig. 4.3, the total computational complex-
ity, denoted by C, computed by summing feature extraction and detection tech-
nique costs. For example, the computational cost of HBOS with the MedianX
feature extraction is

C = O(q(mp+ !)), (4.9)

where q is the total quantity of sliding steps.
4.5.3 Evaluation Metrics
Since detecting changes from streaming data based on pattern recognition al-
ways has a delay of getting enough information, we leverage true positive (TP)
and false negative (FP) [72] by adding latency parameter ⇣ in time domain. For
better understanding, we interpret these definitions in context change detec-
tions. Assume that we expect there is no change of context, the null hypothesis
(H

0

). Let Ha denote the alternative hypothesis, there is a change happened
within previous ⇣ ms. The error types then can be redefined as the follows.

• TP⇣ is the total number of real changes are detected within acceptable
latency ⇣. The number of correctly detecting a change when Ha is true.

• FP is the total number of wrongly alarms about a change. The number
of falsely detecting a change when H

0

is true.

The value of ⇣ is set based on application requirements. However, it should
not be smaller than the duration of the shortest context, for example, we set
⇣ to 1000 ms in our experiment. Based on these errors, we define the follow-
ing metrics to evaluate the performance of change detection: Sensitivity S and
Efficiency E.

S = 100

TP⇣

n
(4.10)

and
E = 100(1� TP⇣ + FP

q
), (4.11)

where n is the number of real changes and q is the number of total population
or detection times.

We remark that sensitivity does not count the changes that are detected
later than 1 s. To evaluate how fast changes can be detected, we investigate
the required latency LS to obtain the expected sensitivity S. Together with
the aforementioned computational complexity C, these three metrics perfectly
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Feature spaces Notations Description p Complexity
PSDP Power spectral density peak 1 O(! log2 !)

spectral SBC Spectral subband centroids 4 O(! log2 !)

SBCR Spectral subband centroid ratio 4 O(! log2 !)

cepstral MFCC Mel-frequency cepstral coefficients 20 O(2! log2 ! + !)

principal PCA Principal component analysis 20 O(! log2 ! + !2/4)
temporal-spectral DWT Discrete wavelet transform 4 O(! log2 !)

ZCR Zero-corssing rate 1 O(!)

MinX Minimum amplitude 1 O(!)

MaxX Maximum amplitude 1 O(!)

temporal IqrX Interquartile range 1 O(!)

MedianX Median amplitude 1 O(!)

MeanX Mean amplitude 1 O(!)

StdX Standard variance amplitude 1 O(!)

Table 4.1: Features used in the experiments.

represent the change detection problem defined in Section 4.4.3. A high value
of sensitivity S means a high number of real change points that are detected.
A high value of efficiency E means a low number of false detections. Note
that execution time of algorithms does not really represent their computational
costs since it heavily depends on the implementation optimization. Therefore,
we prefer the computational complexity over the execution time.

4.6 Experiments
In this section, we first describe the experimental setup and then analyze the
results with an audio dataset. The following experiments are aimed to eval-
uate (i) the FLE together with the OC-SVM and MVN and (ii) thirteen types
of feature extractions shown in Table 4.1. These features are well-known for
audio processing and classification [73]. In particular, we focus on the perfor-
mance of such techniques when combining them with various feature types,
especially light computational features. Note that we also conduct experiments
with other types of sensor such as accelerometers, gyroscopes, magnetic sen-
sors, barometers, and gravity sensors. The experiment results are published
in [74].

4.6.1 Experimental Setup
Without loss of generality, we generated a database by randomly mixing 200

sound tracks of 10 common sounds (20 tracks per sound), which we may en-
counter in daily life: babies crying, bells ringing, cars honking, humans cough-
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ing, dogs barking, footsteps, glass breaking, gun shoots, human laughing and
siren. Sound tracks are downloaded from the free database [75], and have var-
ious lengths from 1 second to 10 seconds. Through our experiment on Nexus
7, we experienced that real-time processing takes a considerable and unpre-
dictable extra delay for each window, up to 500 ms. The major cause comes
from the non-deterministic audio latency, thread interrupts, and sound echoes.
Such unknown latency results in inaccurately evaluating the real-time perfor-
mance of change detection algorithms. To cancel the effects of such latency, we
process the database offline as an online stream of audio with 20 ms windows
and 10 ms sliding steps. We extract thirteen different features as described in
Table 4.1, which cover the most common feature spaces. Note that the Black-
man Harris window is used to reduce leakage within a Fourier Transform anal-
ysis.

We compared the change detection using the FLE against the HBOS, OC-
SVM, and MVN. The OC-SVM is one of the best anomaly detection technique
in terms of sensitivity and the MVN is one of the best in terms of computational
complexity, which are used most for anomaly detection. The algorithms are
implemented and evaluated in Matlab given the dataset comprised from [75].
Consistent with our theoretical analysis, the HBOS performs poorly with the
dataset. Therefore, we exclude the results of HBOS from our discussion. We set
the bin length b to 10 for the FLE, the radius of radial basis function kernel � to
1/p for the OC-SVM and the significant level of t-distribution ↵ to 0.05 for the
MVN as common setting values used in other work. The metrics described in
Section 4.5.3 are used to evaluate performance in terms of sensitivity, latency
and efficiency. The detection algorithms were repeatedly run with different
lengths of historical sliding steps, from 10 to 50 steps, or 100 ms to 500 ms. More
than 500 ms is not practical since the time between two consecutive change
points can be 1 s.

4.6.2 Experiment Results
Since the length of a sound track in our database can be as short as 1 s, we
only count detected changes with a delay less than 1 s. In addition, the sensi-
tivity S is very critical in most applications. Therefore, the runs which have a
sensitivity of below 95% will be ignored in our analysis.

Although we conducted the experiment with various features, we only show
results of the features which are best presented for each feature space as listed
in Table 4.1. The selected features are the Median Amplitude (MedianX), Zero-
crossing Rate (ZCR), Power Spectral Density Peak (PSDP), Mel-frequency Cep-
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Figure 4.4: Change detection performance with the MedianX feature (a) Sensitivity, (b)
Efficiency and (c) Latency.

stral Coefficients (MFCC), Principal Component Analysis (PCA), and Discrete
Wavelet Transform (DWT), which are implemented in Matlab. Fig. 4.4 shows
the performance of the change detection algorithms with the MedianX feature.
By looking at both Fig. 4.4(a) and (b), we observe that FLE scores best in terms
of efficiency as shown in Fig. 4.4(b), while still being able to detect real changes
at high rate as we expected, see Fig. 4.4(a). Conversely, the MVN fails to detect
the change points when the history length is over 200 ms as shown in Fig. 4.4(a).
Therefore, the high efficiency of the MVN as shown in Fig. 4.4(b) is meaning-
less. In fact, the MVN is not able to detect changes when the history length
is above 200 ms. The OC-SVM performance scores best in terms of latency as
shown in Figure 4.4(a).
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Figure 4.5: Change detection performance with the ZCR feature (a) Sensitivity, (b)
Efficiency and (c) Latency.

Since the ZCR feature has been frequently used in sound analysis, we also
consider the ZCR in our study besides the MeanX even both of them belong
temporal space. The results are shown in Fig. 4.5. Efficiency of FLE is around
60%, a bit lower than ZCR. However, the efficiency is still good enough for most
sensing applications. The OC-SVM scores best when using the ZCR feature:
high sensitivity, high efficiency, and short latency. This is due to the that the
OC-SVM is in situ designed for classification and the ZCR is more informative
than the MeanX, especially when applying on sounds. Contrary to FLE and the
OC-SVM, the MVN with the ZCR feature performs as poor as with the MeanX
feature.

Fig. 4.6 shows the performance metrics of change detection with the PSDP
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Figure 4.6: Change detection performance with the PSDP feature (a) Sensitivity, (b)
Efficiency and (c) Latency.

feature when varying the history length parameter. Both FLE and the OC-SVM
yield good results: high sensitivity ratios, high efficiency ratios and acceptable
latency. FLE is better in terms of the efficiency while the OC-SVM is better in
terms of the latency. Since the sensitivity ratios of MVN are very poor when the
history length is greater than 200 ms, its efficiency and latency results shown
in Fig. 4.6(b) and Fig. 4.6(c) are meaningless.

By looking at the performance results with the MFCC shown in Fig. 4.7, we
draw the same conclusions as with the PSDP. The similarity is due to that both
PSDP and MFCC represent the frequency aspect.

Fig. 4.8 shows the results when applying changes detection with the PCA
feature. And again, both FLE and OC-SVM perform well in terms of sensitivity,
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Figure 4.7: Change detection performance with the MFCC feature (a) Sensitivity, (b)
Efficiency and (c) Latency.

efficiency and latency. Contrary to FLE and the OC-SVM, the MVN is not able
to detect more than 95% of real changes. In addition, we observe that using
the PCA gives shorter latency than using the MFCC. However, using the PCA
gives lower efficiency, which means more false detections.

We have investigated change detection methods with features extracted in
time and frequency domains. We will go on with another feature in time-
frequency domain, the DWT feature. The experimental results are shown in
Fig. 4.9. Surprisingly, FLE has a very low efficiency. In other words, FLE is
not suitable for energy-efficiency sensing using the DWT. This is not what we
expected but explainable. The fact is that DWT provides higher time resolution
of high frequencies and lower time resolutions of lower frequencies. A small
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Figure 4.8: Change detection performance with the PCA feature (a) Sensitivity, (b)
Efficiency and (c) Latency.

change in sensory data will result in a significant change in the historical pat-
tern. This leads to very high sensitivity and short latency, but low efficiency.
Due to the high resolution, the MVN is able to detect well real changes with
acceptable efficiency.

Above conclusive results can be summarized as in Table 4.2 by averaging
the performance results of history lengths. In the table, the hyphen "-" indi-
cates the value is meaningless. The MVN is unsuitable for change detection
in our assumption because it is not sensitive to the context changes. Overall,
the OC-SVM performs best in terms of sensitivity and latency. The OC-SVM
is able to detect more than 97% change points within approximate 300 ms. We
also observed that FLE is more efficiency than others, especially with the feath-
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Figure 4.9: Change detection performance with the DWT feature (a) Sensitivity, (b)
Efficiency and (c) Latency.

erweight feature MedianX. In addition, the computational cost of the combina-
tion of FLE and the MedianX is the least, see the numerical example calculated
by (4.9) in Table 4.3. Since the objective of our problem is lightweight comput-
ing and high detection efficiency, FLE with the MedianX is a suitable solution
for the energy-efficient problem. Moreover, FLE also performs well when us-
ing more complex features such as the PSDP and MFCC. In addition, the re-
sults clearly lead to a conclusion that the OC-SVM is suitable for applications
of which high sensitivity and fast response are more important than resource
saving.
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Performance MVN OC-SVM FLE
S E LS S E LS S E LS

MedianX 41 - - 97 45 210 93 76 780
ZCR 47 - - 96 78 280 95 61 540
PSDP 46 - - 97 73 240 94 80 780
MFCC 32 - - 97 72 320 95 81 680
PDA 34 - - 97 57 290 96 57 360
DWT 82 - - 98 54 130 98 18 120

Table 4.2: Average performance values of history lengths.

Big O MedianX ZCR PSDP MFCC PDA DWT
MVN 4.55E+07 4.55E+07 1.28E+08 1.38E+10 1.42E+10 6.19E+08

OC-SVM 6.62E+08 6.62E+08 7.44E+08 5.19E+12 5.19E+12 4.16E+10
FLE 1.46E+07 1.46E+07 9.66E+07 2.35E+08 6.47E+08 1.02E+08

HBOS 2.92E+07 2.92E+07 111E+08 5.27E+08 9.39E+08 1.60E+08

Table 4.3: Numeric computation complexity of change detections with historical length
is 200 ms, given the experimental dataset comprised of 81105 sliding windows (160

samples per window).

4.7 Summary

In this chapter, we have proposed a cooperative distributed sampling method
by optimizing the sampling schedule based on change detection. In particular,
sensors are divided into two groups: the proactive and reactive group. Proac-
tive sensors are supposed to actively monitor the interesting context, while re-
active sensors are idle to save battery. Once the context changes, a trigger is
generated to activate reactive sensors. The scheme, MASS is designed in a co-
operative distributed manner. It also can be applied to multiple sensors types
or single sensor type.

To enable MASS to be feasible, we proposed the nonparametric-based change
detection FLE to detect change points of a context. The technique is feather-
weight, sensitive and efficient compared to existing ones such as the MVN,
OC-SVM, and also HBOS. In particular, FLE estimates the density probability
of a test sample using the frequency sum of the least and the most significant
bins of the modified histogram. The complexity of FLE is only O(mp), which
is much lighter than the complexity of the MVN, OC-SVM and even HBOS.

Although the proposed method can be applied to various sensory data
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types, we conducted the experiment on sound data since the audio signal
is likely more complex than others in terms of environmental noises, tem-
pos, and dynamics. The experimental results are consistent with our analysis.
The results show that FLE can detect more than 95% change points in limited
time while saving 80% resource compared with standard continuous sensing.
This work makes continuous sensing applicable for smartphone-based applica-
tions. In other words, it shows that using MASS with FLE can save significant
amounts of sampling, processing and transmitting data.



CHAPTER 5

Non-deterministic Data Processing

In the previous chapter, we studied techniques to efficiently sample sensory
data with smartphones by intensively sensing data around the change points
of interesting contexts. In this chapter, we present the solutions for the next
layer of the architecture, the data processing stack. Although modern smart-
phones have provided a powerful platform to process sensory data locally,
smartphones are non-deterministic. Therefore, sensory data collected by on-
board sensors of smartphones are not as reliable as the data measured by ded-
icated sensors in the traditional Wireless Sensor Network (WSN). To this end,
our goal is to explore and exploit opportunities given by smartphones to over-
come the non-deterministic problem. In a cooperative distributed manner, we
apply the non-deterministic algorithms to search for all possibilities to com-
pute the outcome by varying the parameters then discarding the unreasonable
solutions. The testbed results obtained through studying a distributed sound
source localization provide a valuable insight into the proposed strategy, using
non-deterministic algorithms to solve the non-deterministic problem of smart-
phones.

This chapter is partially based on:

• D.V. Le, J.W. Kamminga, H. Scholten, and P.J.M. Havinga “Nondeterministic Sound Source
Localization with Smartphones in Crowdsensing,” in Pervasive Computing and Communica-
tions Workshops (PERCOM Workshops), 2016 IEEE International Conference on. IEEE, 2016.

• D.V. Le, J.W. Kamminga, H. Scholten, and P.J.M. Havinga “Error Bounds of Localization
with Noise Diversity,” in Distributed Computing in Sensor Systems, 2016 IEEE International
Conference on. IEEE, 2016.
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5.1 Introduction
The problem with using only the onboard sensors of smartphones without
support from a dedicated sensing system has received comparatively little at-
tention, especially with Android smartphone-based platforms that share more
than 80% smartphone market in 2015. The main challenge is that Android de-
vices have considerable uncertainties in time synchronization and signal pro-
cessing latency. To investigate sensing latency, Perneel et. al. [76] conducted an
experiment to measure the Android’s real-time behavior and performance in
terms of thread switch latency, interrupt latency, sustained interrupt frequency,
mutex, and semaphore. The testing results showed that Android version 2.3.5
(Gingerbread) cannot be qualified to be used in real-time environments. Re-
ceiving numerous feedback from mobile developers on such latency, especially
for audio, Google launched a set of guidelines to reduce the latency. However,
the latency is still considerably large according to Google’s measurements [77],
even with the latest Android version such as Marshmallow 6.0 launched in
October 2015.

In this chapter, we first study the behavior of data measurements with
smartphone-based platforms. The results show that the measurement distri-
bution is close to Gaussian only if there is a large dataset. Even though the
distribution could be close to a normal distribution, the standard deviation is
significantly large. Moreover, the distribution parameters vary with the device
type. This means retrieving information using deterministic algorithms is a
challenge because the number of poor measurements is comparable with good
measurements, especially given a small sample size. Therefore, we propose to
divide the measurements into subsets so that some subsets may contain mostly
good measurements. Although insufficient samples provided by a single sub-
set probably give inaccurate estimates, averaging such outcomes would deliver
a higher estimation accuracy. This approach is a so-called non-deterministic al-
gorithm, from which outcomes vary for every trial due to the impact of random
parameters such as the subset size in our proposal.

As many pointed out, the non-determinism of Android operating systems
in terms of audio latency is severe [77]. Meanwhile, audio is one of the most
informative sources in mobile sensing and knowing a sound without its orig-
inal location is meaningless in many sensing applications. Therefore, we ap-
plied the non-deterministic idea to a sound localization problem given only a
set of smartphones and their acoustic Time Difference of Arrival (TDOA) mea-
surements, without the help of extra infrastructures or dedicated sensing sys-
tems. In particular, we propose a Distributed variant of the RANdom SAmple
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Consensus (DRANSAC) scheme to deal with the effects of non-deterministic
TDOA measurements on localization accuracy. Our testbed experiment results
with 16 Nexus-7 tablets show that, when using the Levenberg-Marquardt (LM)
method [78] under the DRANSAC scheme to solve the Least Absolute Devia-
tion (LAD) cost function [79], the non-deterministic algorithm significantly im-
proves the Root Mean Square Error (RMSE), two times better the deterministic
version of the algorithm (1.19 m vs. 2.64 m). An example is event detection
within crowds, where people often carry their smartphones and there is no
dedicated sound localization system.

In general, a Random Sample Consensus (RANSAC) scheme [80] can be
used to weed out outliers in erroneously filtered estimated parameters, which
are the unknown locations of the sounds in our problem. Such conventional
RANSAC schemes require a pre-calibration to optimize RANSAC parameters,
such as the number of iterations, the threshold of the number of inliers, and
the threshold of the distances between the data points and the fitting line. Al-
though the calibration is straightforward, it is ill-suited to dynamic environ-
ments. Therefore, we take advantage of the proliferation of smartphones to
propose a distributed variant of RANSAC, as most people carry at least one
smartphone wherever they go. This DRANSAC-like scheme distributes iter-
ations to neighboring smartphones to perform decentralized optimization si-
multaneously using a deterministic fitting model. This approach eliminates
the pre-calibration phase and allows the scheme to run faster since it uses a
deterministic model to fit estimated outcomes rather than the RANSAC-based
fitting. In addition, we propose to formulate the localization problem using
the LAD cost function to lessen the influence of outliers in the TDOA measure-
ments on the estimates.

The remainder of this chapter is organized as follows. Section 5.2 describes
non-deterministic factors that effect measurements measured by smartphones.
Our proposed DRANSAC scheme is presented through a sound localization in
Section 5.3 and evaluated in Section 5.4. Finally, we conclude this work with
Section 5.5.

5.2 Non-determinism in Smartphone-based Sensing
In this section, we discuss non-determinism in the smartphone-based platform
through two aspects: the time synchronization among smartphones and the
latency of signal transformation. Since smartphone-based platforms are non-
deterministic, the synchronized clock and sensing latency contain considerable
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errors.

5.2.1 Time synchronization
When a Global Positioning System (GPS) radio is connected to multiple satel-
lites the device can acquire very accurate time synchronization with the satel-
lites. This accurate time tg is communicated through so called National Marine
Electronics Association (NMEA) messages and has a resolution of nano sec-
onds.

The NMEA messages are communicated to the Android framework from
the GPS chip through several layers, which causes an offset between the times-
tamp stored inside the message and the moment the message received in the
Android framework. This offset also varies and introduces jitter in the offset.
The user application, that handles the received NMEA message in a callback,
also suffers from latency. The user application handles the callback after a
small delay, as Android is not a real-time OS.

The Android framework provides a timestamp ts along with the received
NMEA message based on the system clock. This timestamp is the device’s
system time at the moment the Android framework received the message. The
experimental application calculates the offset between the provided timestamp
in the callback and the GPS-time, ⌧c = ts � tg . This offset is the parsed time
from the NMEA message minus the timestamp that is provided in the callback.

In a very similar way, we found that clock synchronization using the Net-
work Time Protocol (NTP) also faces an offset problem, the offset between the
system clock and NTP server clock.

5.2.2 Sensing latency
Typically, a transducer takes a latency to convert a signal from a form of en-
ergy to another form of energy, usually electrical signal. The electrical signal
also requires another delay to be converted from analog to digital. In addition,
in multiprocessing platforms, the delay caused by interrupts and others con-
current tasks also affects the latency of measurements. To establish notations
for future use, let tr denote the latency of measurements, which is from the
moment measuring signal applied on the transducer till the moment its digital
data are available in the input buffer for digital signal processing. Similarly,
there is also latency denoted as te from the moment the digital data is loaded
into the output buffer to the moment the signal is converted into its physical
form of energy, for example, an acoustic emitter sends out sound waves.
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Figure 5.1: Sensing latency in measuring travel time of sounds. That converting time is
usually unknown may result in unacceptable error in the measurements.

To make the problem clearer, we give an example on acoustic signals (sounds).
Figure 5.1 illustrates the error in distance measurement based on acoustic sen-
sors. For non-deterministic sensing platforms of ubiquitous devices, the delay
from the moment when the sound reaches the microphone till the analog-to-
digital data are available at the input buffer can be in hundreds of milliseconds.
In other words, the estimated distance from the sound source to the destina-
tion has an error of dozens of meters. This is unacceptable for most applica-
tions such as acoustic-based indoor localization. In analogy, emitting sounds
via output buffer and speaker as illustrated in Figure 5.1 are equally erroneous.

As we assumed that we only can get timestamps when the data are loaded
into the output buffer and when the data are available in the input buffer, the
latency we can measure, denoted as T , includes the emitting latency te, the
signal travelling latency ta and the receiving latency tr.

T = te + ta + tr. (5.1)

Since our objective is to study the latency caused by signal conversion, we
minimise the distance between a transmitter and a receiver, the signal travelling
latency ta can be neglected in Equation 6.2. Let ⇠ denote the sensing latency,
we have ⇠ ⇡ te + tr. The problem turns out how to measure and estimate the
latency ⇠.

5.2.3 Experimental Evaluation
From the best of our knowledge, the Android platforms have a poor reputation
on time synchronization as well as audio sensing latency, but no up-to-date
literature has studied the influence scientifically as far as we know. Therefore,
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Figure 5.2: Architecture of the Acoustic Latency app.

we built an application to measure the errors of the time sychoronization and
sensing latency. Software architecture of the app is shown in Figure 5.2. The
architecture comprises seven software components: Service Controller, Audio
Recorder, Audio Player, Time Logger, Dumpsys Logger, Latency Calculator,
Storage and Client User Interface (UI). To ensure performance reliability, we
implemented all components, except Client GUI, under a bound service app
that runs in an independent process. Client UI is implemented as a client app
that can bind to the service through interprocess communication. Moreover,
audio recording and playing are implemented in NDK level to avoid delay due
to the Java running environment.

To evaluate the theoretical analysis, we conducted a testbed experiment
with audio signals. First we use the app to measure the clock system offset
with regard to the clock from GPS chips of 16 Nexus 7 tablets, with Android 4.3
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Figure 5.3: Testbed experiment: (a) GPS-based time synchronization, (b) TDOA
measurements.

installed. The devices were placed outdoor without obstruction such as build-
ings and trees nearby to ensure good line of sight to satellites. Figure 5.3(a)
shows the histogram with a Gausian distribution fits to the mean and variance
of 15 ⇥ 500 = 7500 offset samples. The mean value is 0 ms and the standard
deviation is 8.3 ms. In other words, the error of acoustic ranging caused by
inaccurately synchronized clocks of the devices in general can be modelled as
a Gaussian distribution with zero mean and standard deviation is 2.8m, speed
of sound is 0.34029 m/ms.

Next, we measure the variance caused by audio sensing latency. The delay
is counted from the moment an acoustic signal arrives at the microphones to
the moment the digital data of the signal is available to be processed in the
reader buffer. There are a number of works have investigated such acoustic
latency [81–83]. Reasons include interrupt inversion, pre-emption disability
application priority, buffer size, signal processing, scheduling latency, power
management, security kernels, etc. In our experiment, we placed aforemen-
tioned 16 Nexus 7 devices at a same position. Then we sounded a horn right
above the tablets. Figure 5.3(b) shows the histogram and Gaussian distribution
that fits with the mean and standard deviation of 1350 TDOA measurements.
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5.3 Non-deterministic Algorithms for Smartphone-
based Sensing

Based on our study, we observed that most errors in measurements with smart-
phones are due to unpredictable outliers caused by jitter from the smartphone
operating system. It is hard to remove these outliers since the quantity of
outliers is comparable to the quantity of inliers, and the distribution knowl-
edge of the measurements are unknown in most situations, for instance, the
population mean and standard deviation. Therefore, most estimators have a
poor performance given such non-deterministic measurements. In this sec-
tion, we propose a new perspective on the non-deterministic problem via non-
deterministic algorithms.

By definition, a non-deterministic algorithm is, as opposed to a determin-
istic algorithm, an algorithm that can produce different results with different
runs for the same given data. The different behaviors on different runs can
be due to a race condition, a random number generator, an initial value, etc.
The non-deterministic algorithms are often used to find an approximate solu-
tion when the exact solution would be too costly or almost impossible to obtain
using a deterministic one.

5.3.1 Sound Source Localization Problem

We present how to solve the non-deterministic problems caused by smartphone-
based platforms through the sound source localization problem. The motiva-
tion is that time synchronization and audio latency are significantly large and
non-deterministic with smartphones, especially the Android ones. However,
sound source localization requires quite accurate measurements. The problem
can be formulated as follows.

In general, we consider a network comprising a set S = {x(k) : k =

1, . . . , n} of n acoustic emitters with unknown location information, namely
source nodes, and a set A = {x(k) : k = n + 1, . . . , n + m} of m acoustic
sensor devices such as smartphones with known location information, namely
anchor nodes. To idealize the localization problem, we assume that all source
nodes and anchor nodes are stationary on a 2-dimensional plane for a few sec-
onds which is long enough to perform the distributed localization with smart-
phones. Localization with mobility and in a higher dimension is straightfor-
ward. We also assume that the size of each node is small enough to be treated
as a point on the localization map, with has the coordinate x = (x, y)T 2 R2.
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Each source node generates a limited-power acoustic signal that can be used
to estimate the distance to near receivers. Let N(k) denote the set of anchor
nodes in the range of the kth node. Clearly, xk 62N(k) and N(k) ⇢ A.

The localization problem is to estimate the vector positions of the source
nodes, the unknown parameter ⇥ = {✓(k) = (x̂k, ŷk)T , k = 1, . . . , n}, given
the vector positions of the anchor nodes in N(k) and the TDOA measurements
{�i,j(k) : i, j 2 N(k), j 6= i}. In a 2-dimensional plane we have �i,j(k) =

c(tj(k) � ti(k)), where c is the speed of sound (⇡ 0.34029 m/ms), ti(k) and
tj(k) are the TDOA values of the sound source k when the signal arrives anchor
nodes i and j, respectively.

Without loss of generality, we assume that all measurements {�i,j(k) : i, j 2
N(k), j 6= i} between a blind node x(k) and its neighbouring anchor nodes
in N(k) are available. We also assume that the distribution of �i,j(k) is Gaus-
sian. In addition, we assume that {�i,j(k)} are statistically independent. This
assumption somewhat oversimplifies the practical environment but it is nec-
essary for analysis. Finally, we assume that there is an adequate number of
anchor nodes. For example, at least three anchor nodes are required in any set
of N(k) in 2-dimensional space.

In a real-world application, a source node can be either natural or synthe-
sized. Some kinds of source nodes might have microphones to receive the
acoustic signal as well, for example, smartphones that emit sounds. There-
fore, N(k) might consist of not only anchor nodes but also source nodes that
can receive the acoustic signal from the kth node. Since most of the modern
devices possess accurate positioning systems such as the acoustic localization
system proposed by Liu et al. [84] could achieve an accuracy of 23 cm, and our
aim is sound source localization in crowds, we will focus on localizing natural
sound sources.

5.3.2 Time-of-Different Arrival Localization

As the time of emission, also called Time of Arrival (TOA), is almost impos-
sible to obtain for natural sounds, we propose to solve the sound localization
problem based on TDOA. Herein we first mathematically model the TDOA
measurements. We then introduce the mathematical problem of the TDOA
localization.
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Time Difference of Arrival Variables

TDOA is used in the case where the time of sound emission is unavailable. The
TDOA measurements can be obtained by computing the difference between
the TOA of source node k and the anchor nodes as

�(k) =

0

BBB@

�
2,1(k)
�
3,1(k)

...
�|N(k)|,1(k)

1

CCCA
, (5.2)

where �i,j(k) is the TDOA measurement defined in Section 5.3.1. Since the
TDOA measurement �i,j(k) is computed by multiplying the time-of-flight and
the speed of sound, �(k) is a vector of Euclidean distances, which has the length
depending on how many anchor nodes in the range node k. Note that the
TDOA vectors {�(k)} may have different sizes.

Least Squares Problem

Typically, a localization problem can be formulated as a least-squares problem
so that it can be optimized by using a least-squares optimization, such as the
LM method [78] or Trust-Region-Reflective Algorithm [85]. Let J(x(k)) denote
the Jacobian (cost) function of the location estimation for source node k , we
have

J(x(k)) =

|N(k)|X

i=2

⇣
kx(k)� x(i)k � kx(k)� x(1)k � �i,j(k)

⌘
2

, (5.3)

where k.k is the Euclidean norm and |N(k)| is the size of N(k). Recall that
|N(k)| � 3.

Least Absolute Deviations

As the Ordinary Least Squares (OLS) problem formulation amplifies the out-
liers of measurement by squaring the residuals, we propose to use the LAD
instead. The Jacobian function then becomes

J(x(k)) =

|N(k)|X

i=2

���kx(k)� x(i)k � kx(k)� x(1)k � �i,j(k)
���, (5.4)
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Table 5.1: Comparing statistical optimality criteria

Criteria Least Squares Least Absolute Deviations
Robust 7 3
Stable 3 7

Multiple outcomes 7 3

where |.| is the absolute value.
Table 5.1 may help to understand why we choose LAD as the criterion

for our localization optimization. Compared to the OLS method, the LAD
method is more robust because it is resistant to outliers in the data, which are
very common when measuring data with non-deterministic smartphone-based
platforms. In addition, the instability property of the LAD method makes it
self-adaptive to the change of the random parameter of non-deterministic ap-
proaches, for instance, the random subset of anchors is used to iteratively es-
timate the positions of source nodes. A small change in the configuration of
input data may produce a significant difference in the optimization results. Fi-
nally, the LAD is also a better choice since it can provide multiple outcomes
that offer an opportunity to select the best solution.

5.3.3 Non-deterministic Localization Approach

Since it would be too costly to obtain high localization accuracy by an exact so-
lution, we propose to use nondeterministic approaches to find an approxima-
tion to a solution. In general, a nondeterministic algorithm is an algorithm that
may provide different results on different runs, even for the same given input.
To solve the sound source localization problem, we address a probabilistic al-
gorithm of which behaviors rely on a random number generator. The random
number can be the number of devices selected to perform distributed local-
ization. Every estimated location the nondeterministic algorithm computes is
valid, regardless of which set of devices the algorithm chose while running.

In particular, we propose to optimize the LAD problem using an iterative
algorithm such as the LM method on random subsets. The bottom line of
the idea is to minimize the effect of measurement outliers caused by the non-
deterministic behaviors. The run of the algorithm with a random subset that
contains mostly anomalies will result in a large residual, which can be filtered
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out later by some outlier detection, such as Online Frequency Likelihood Esti-
mation [74, 86].

The localization algorithm is designed in a cooperative distributed manner.
In other words, for each source node k, the localization computation tasks are
split and assigned to different anchor nodes, which are smartphones in N(k).
Then such anchors nodes combine their estimated models to enhance the esti-
mated locations of the source node. More details of the algorithm are presented
in Algorithm 5.1. Without loss of generality, the algorithm is expressed with
regard to anchor node i and source node k for implementation clarity.

Algorithm 5.1 <Cooperative Non-deterministic Localization>

1: INPUT: N(k), �(k),A
2: OUTPUT: ˆx(k)
3: Initialize subset size pi ⇠ U(3, |N(k)|), pi 2 N
4: Compute number of run loops li  f (pi, |N(k)|), li 2 N
5: for j = 1 : li do
6: Select a random subset Cj  C (|N(k)|, pi)
7: Minimize the Jacobian function J (x(k)) given Cj

8: if ˆ

x(k) 62 A then
9: Discard new estimated position ˆ

x(k)
10: else
11: Add new estimated position ˆ

Xi(k) ˆ

x(k)
12: end if
13: end for
14: for j = 1 : |N(k)| do
15: Augment estimated positions, ˆ

X(k) ˆ

Xj(k)
16: end for
17: Estimate the source location ˆ

x(k) ˆ

X(k)
<end>

To run Algorithm 5.1 on an arbitrary anchor node i, it requires that smart-
phone i has to connect to other smartphones in neighborhood N(k) to obtain
the TDOA measurements �(k), which are correlated to a same sound source
k, and estimate the area A bounded by anchors in N(k). The random size of
the subset pi, which will be used to localize source node k, is drawn from a
discrete uniform distribution with lower and upper endpoints specified by 3

and |N(k)|, respectively. Note that the minimum number of anchor nodes to
perform 2D localization is 3. Line 3 in Algorithm 5.1 determines the number
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of loops li to perform location estimation, li = f (pi, |N(k)|) given by (5.7).
For each loop, a random subset Cj is selected without replacement from all
possible combinations of anchor nodes in N(k) taken pi at a time. Without
replacement means that if a subset is already selected, it will not be selected
again in the next loop. Given the TDOA measurements �(k) and the anchor
nodes in Cj(k), the coordinates of source node k are estimated by applying
an estimator such as the LM on the non-linear cost function J (x(k)) described
in (5.3) or (5.4). If an estimated position ˆ

x(k) does not fall in area A, it will be
discarded. Note that other approaches use a RANSAC-based outlier detection
instead of the area-based constraints like us. Combining the valid estimated
coordinates of source node k provided by other smartphones in the group, we
obtain set ˆ

X(k) of which elements are considered as samples of a distribution.
Finally, the expected value of the coordinate distribution is computed through
lines 12 and 13, which is also the final estimated location of source node |N(k)|.

In particular, the number of loops li is computed based on the subset size pi
and the neighbor-set size. A small subset will result in a higher variation of the
estimated locations, and thus needs more loops to determine the inliers given
by:

li =

�
�
|N(k)|

pi

⇡
, (5.5)

where b.e is the nearest integer and � is the loop factor. The loop factor is the
minimum number of loops that are required for a single anchor node (smart-
phone) to run all possible subsets of the smallest combination, which is when
the largest possible subset size pi = |N(k)|� 1. We have,

min

pi

Cpi

|N(k)| = C |N(k)|�1

|N(k)| =

|N(k)|!
(|N(k)|� 1)! 1!

= |N(k)| 8pi 2 [3, |N(k)|] .
(5.6)

Therefore, the number of loops can be rewritten as follows:

li =

� |N(k)|(|N(k)|� 1)

pi

⇡
. (5.7)

Equation 5.7 tells that in the case of smallest combination, pi = |N(k)| � 1, a
single anchor node needs to run all the possible subsets, which is li = |N(k)|.
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5.4 Testbed Experiment

In this section, we describe the testbed that is used to evaluate our proposed co-
operative non-deterministic approach for sound source localization. We demon-
strate our scheme with one of the best optimization methods, the LM method [78].
The LM method is used to solve non-linear least squares problems by inter-
polating between the Gauss-Newton algorithm and the method of gradient
descent. If an iteration gives an insufficient reduction in the residual, the
damping factor can be increased to bring the LM closer to the gradient de-
scent, whereas if an iteration reduces the residual enormously, the damping
factor can be decreased to bring the LM closer to the Gauss-Newton algorithm.
The results show that non-deterministic approaches provide localization accu-
racy that is significantly better than the standard variants and very close to the
Cramer-Rao Bound (CRB), especially when there are many smartphones par-
ticipating in localization. The CRB is a benchmark that has been popular to
evaluate localization algorithms [87]. It provides a lower bound of estimators
given measurements containing Gaussian noises. The CRB can be computed
from an inverse Fisher Information Matrix (FIM) in information theory given
the Gaussian parameters of the noises.

5.4.1 Experimental Setup

In order to conduct the experiment, we developed a localization application
and installed it on 16 Nexus-7 tablets. In particular, there are 16 Nexus-7 tablets
installed with Android 4.4.4 (KitKat) marked as "⇤" that were deployed over
an outdoor area with a pairwise distance of 4 m as illustrated in Fig. 5.4(a).
From our experience in working with smartphone sensor networks, this ex-
periment setup is very similar to daily circumstances such as in a classroom,
in a conference, and on a walking-street. Since we address the environmental
sounds within a crowd, sound sources were sequently generated at 9 positions
marked as "�" in Fig. 5.4(a), five successive sounds per each position. The aim
of conducting multiple measurements is to increase the possibility of position
estimates. Although the positions of the tablets are known and fixed in our
testbed, we placed them next to the absolute reference points with a random
error of ±30 cm. This random placement intends to emulate the random errors
of the device positions obtained by an off-the-shelf system such as the acoustic
localization system proposed by Liu et al. [84].
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5.4.2 Experimental Results

Fig. 5.4(b) shows sound sources and estimated locations for DRANSAC-LAD-
LM using Nexus-7 tablets, which are marked as "�" and "4", respectively. The
dash eclipses illustrate the bounds of possible outcomes that vary around the
mean of estimated locations. The non-deterministic algorithm has a RMSE of
1.19 m, which is amazingly good since the standard deviation of TDOA mea-
surements is approximate 5 m. Especially, the localization error that can be
achieved is very good at some locations such as an error of 28 cm for node num-
ber 2. In consistency with our theoretical analysis, DRANSAC-like localization
scheme efficiently deals with outliers of measurements when combining LAD
and LM. In particular, our algorithm iteratively filters out outliers by assuming
that there exist subsets of inliers from measurements. These inliers can be used
to estimate the location of sounds. Sound node number 9 has the worst error
since it produces a lot of outliers in our measurement data. Conducting more
measurements would help to improve the accuracy.

On the other hand, Fig. 5.4(c) shows sound sources and their mean-estimates
of sound locations with the deterministic approach LAD-LM using 16 Nexus-
7 tablets, which are marked as "�" and "5", respectively. Consistently with
the theoretical analysis, the deterministic algorithm mostly returns a constant
estimated location for every source, of which RMSE is 2.64 m. Note that both
DRANSAC-LAD-LM and LAD-LM use the same measurement inputs, of which
outliers are removed based on the mean and standard deviation of the TDOA
measurements.

That is to say DRANSAC-LAD-LM can remove further outliers from the
TDOA measurements through estimates whereas LAD-LM cannot. As a set
of pairwise measurements may contain largely outliers due to a channel shad-
owing, an outlier detection algorithm will remove inliers, but outliers. This
explains why LAD-LM still has poor accuracy even if applying outlier detec-
tion on the inputs. However, the effects of outliers can be revealed after using
them to estimate the unknown location. The estimated location would be un-
realistic and easier to be filtered with a constraint, for example, with the area
formed by the locations of anchor nodes.

It is interesting to study the computational load of non-deterministic local-
ization through how fast a non-deterministic localization converges to a stable
accuracy. Fig. 5.5(a) shows the convergence speeds of LAD-LM (deterministic
localization algorithm) and DRANSAC-LAD-LM (non-deterministic localiza-
tion algorithm). Surprisingly the non-deterministic algorithm converges very
quickly to its stable estimates (RMSE⇡ 1.2 m) just after around 20 loops. Note
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Figure 5.4: Testbed experiment: (a) 16 Nexus-7 tablets and 9 sound sources marked as
"⇤" and "�", respectively; (b) estimated locations provided by the non-deterministic

algorithm marked as "4"; (c) estimated locations provided by the deterministic
algorithm marked as "O". Dashed ellipses represent the bounds of possible location

estimates.

that the deterministic version also requires similar number of loops to converge
to its best estimates (RMSE⇡ 2.7 m).

Varying the total number of anchor nodes (Nexus-7 tablets), we investigate
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Figure 5.5: Testbed experiment: (a) Convergence of non-deterministic
DRANSAC-LAD-LM vs. deterministic LAD-LM; (b) RMSE when varying the total
number of Nexus-7 tablets; (c) Compared with RANSAC-like scheme through 100

runs, DRANSAC-like scheme provides smaller std. of the final estimates.

the performance of the LM technique when being used in different localiza-
tion schemes. Overall, the RMSE of the algorithms decreases when increasing
the number of the devices as shown in Fig. 5.5(b). In particular, the LM us-
ing the DRANSAC-like scheme shows its advantage when having sufficient
anchor number (> 12 anchors) that would enable efficiently iterating the sub-
sets of anchors to remove outliers. Fig. 5.5(b) also shows that our proposed
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DRANSAC-LAD-LM can achieve closely to the CRB when using 16 Nexus-7
tablets.

In addition, we compare the conventional RANSAC-like scheme to our dis-
tributed version that uses the Levenberg-Marquardt method to optimize the
LAD cost function. The results plotted in Fig. 5.5(c) show that our distributed
version is more reliable than the conventional one. The reason is that DRANSAC
uses the deterministic model fitting, based on estimated areas and mean value.
Conversely, the conventional RANSAC uses line fitting on a subset of esti-
mated positions, which is non-deterministic. Although we did fine-tune pa-
rameters of RANSAC line fitting, the RMSEs of RANSAC are still higher than
our DRANSAC, which does not require tuning parameters.

Last but not least, we emphasize that the results used to plot graphs in
Fig. 5.5(b) and 5.5(c) are optimally obtained from all combinations from the
collection of 16 Nexus-7 tablets’ positions. The corresponding optimal combi-
nations of four, eight, and twelve Nexus-7 tablets are illustrated in Fig. 5.6(a),
5.6(b), and 5.6(c), respectively. Fig. 5.6 indicates that anchors should be placed
symmetrically and towards the bound of the areas of interests in order to obtain
the highest localization accuracy.

5.5 Summary
In this chapter, we have proposed the DRANSAC scheme, a distributed ver-
sion of random sample consensus, to deal with uncertainties in sensory data
measured by smartphones. In fact, we improve the accuracy of an estimation
by exploiting the benefit of collaborating local smartphones to weed out poor
measurements. Using the advantage of numerous smartphones in crowded
places, the algorithm locally divides measurements into subsets. By doing so,
some subsets may comprise either good measurements or poor measurements.
Applying a simple rule based on assumptions and constraints of the problem,
such as the boundary of the interesting area, we can select the good measure-
ment subsets as the input of an estimator.

Without loss of generality, we apply DRANSAC to the sound localization
problem, which is considered as one of the best study cases in terms of non-
deterministic effects on data processing. We conduct a testbed experiment
with 16 Nexus-7 tablets. The results show that our non-deterministic algorithm
gives a RMSE of 1.19 m, which is close to the CRB. The RMSE of DRANSAC-
LAD-LM is two times better than when using its deterministic version, which
was considered as an optimal estimator for nonlinear problems by most exist-
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(a) Optimal 4-anchor placement. (b) Optimal 8-anchor placement.
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Figure 5.6: Optimal placement of anchor subsets obtained by trying all possible
combinations with the testbed experiment. Nexus-7 tablets and 9 sound sources

marked as "⇤" and "�", respectively.

ing work.





CHAPTER 6

Robust Data Dissemination

In previous chapters, we introduced distributed sampling and processing ap-
proaches to retrieve the information of events. To make use of the retrieved
information, smartphones need to broadcast their estimated results to other
civilians and governmental departments of the city, for example, the infor-
mation of a fire or traffic accident. In this chapter, we propose solutions for
the data dissemination stack. The solutions include new human-like models
and algorithms for message routing in Heterogenous Sensor Networks (HSNs).
Through realistic simulations and an experimental dataset, we show that our
proposed approaches are more practical and perform better than most exist-
ing ones. Moreover, we study that using short-range wireless interfaces such
as WiFi and Bluetooth on smartphones to broadcast messages throughout a
small city like the Enschede is feasible. When supported with Road Side Units
(RSUs) that are placed on main roads of the city of Enschede, more than 80%

of the messages can be delivered to the datacenter at the central bus station of
the city within 10 minutes.

This chapter is partially based on:

• V.-D. Le, H. Scholten, and P. Havinga, “Evaluation of opportunistic routing algorithms on
opportunistic mobile sensor networks with infrastructure assistance,” International Journal
On Advances in Networks and Services, vol. 5, no. 3 and 4, pp. 279–290, 2012.

• V.-D. Le, H. Scholten, and P. Havinga, “Towards opportunistic data dissemination in mobile
phone sensor networks,” in Proc. of The Eleventh International Conference on Networks (ICN
2012), 2012.

• V.-D. Le, H. Scholten, and P. Havinga, “Unified routing for data dissemination in smart city
networks,” in Proc. of the 3rd International Conference on the Internet of Things (IoT2012), 2012.

• V. D. Le, H. Scholten, P. Havinga, and H. Ngo, “Location-based data dissemination with hu-
man mobility using online density estimation,” in Consumer Communications and Networking
Conference (CCNC), 2014 IEEE 11th. IEEE, 2014, pp. 450–457.
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6.1 Introduction
One of the common approaches to disseminate messages is through a standard
channel such as cellular networks, 3G mobile internet, or WiFi networks. How-
ever, not all smartphones have a mobile internet subscription. Even if a smart-
phone has a subscription, the connection may not always be available due to
the connection fee, and mostly being disconnected when a disaster happens,
for instance, an earthquake, criminal sabotage, or tsunami. But mobile phones
still have the means to participate in exchanging messages through onboard
short-range radio interfaces such as WiFi and Bluetooth. Routing algorithms
using the store-carry-forward paradigm have been proposed in a number of
recent studies to evaluate the performance of routing algorithms on data gath-
ering [88–101]. However, these algorithms use either basic scenarios or simple
simulation architectures that are still quite far from real-world applications as
in our study [102, 103].

Towards providing a practical solution, this chapter presents approaches
for data dissemination, exploring and exploiting the available short-range ra-
dio interfaces and mobility of smartphones to provide confident and robust
routing in a smartphone-based sensing network, characterized by contempora-
neous end-to-end connectivity. In particular, we investigate the performance of
existing opportunistic routing algorithms for Delay/disruption Tolerant Net-
works (DTNs) by proposing a heterogeneous architecture, mobility models,
and routing algorithms. The architecture includes most real-world sensor nodes
such as RSUs, buses, cars, and pedestrians with unpredictable movements. To
achieve a realistic setting, the architecture is mapped onto a real city, the city of
Enschede, the Netherlands. The buffer size and the time-to-live (TTL) of mes-
sages are limited. We also consider heterogeneous means of communication,
especially WiFi and Bluetooth. In addition, we propose new mobility models
for pedestrians, cars, and RSUs. These models, together with available ones in
The ONE simulator [104], are implemented to make the simulation more real-
istic. The new models are evaluated through an experimental dataset. More-
over, we propose two message dissemination algorithms. The former deals
with the diversity of heterogeneous network. The latter copes with the con-
temporaneous end-to-end connectivity due to human mobility. By means of
simulations, the proposed architecture, models, and algorithms are evaluated
and compared with other opportunistic routing protocols.

The remainder of this chapter is organized as follows: Section 6.2 presents a
brief survey on current opportunistic routing algorithms. The mobility models
are presented in Section 6.3. Next, we propose two new routing approaches in
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Section 6.4 and Section 6.5. Finally, Section 6.6 concludes this chapter.

6.2 Opportunistic Routing Approaches

Conventional routing protocols [105,106] require contemporaneous end-to-end
connectivity for a data packet to be delivered. In other words, if the destination
is not available on a connected path, the packet delivery will fail and no fur-
ther effort is taken to secure next transmissions of the data. Consequently, the
routing protocols must be adapted for HSNs aforementioned in Section 1.1,
which can be characterized by intermittent connectivity and sparse mobility.
Numerous opportunistic routing algorithms have been proposed in the last
few years using different mechanisms [88–97, 99–101, 107]. They can be gener-
ally categorized based on either the type of the network (without infrastructure
and with infrastructure) or the pre-known information of the networks (Stochas-
tic and Context-based) as defined in [108]. These categories slightly overlap each
other as depicted in Fig. 6.1. If a network is sparse and most nodes possess un-
predictable movement, the stochastic protocols are more appropriate. In our
opinion, an algorithm that can combine advantages of stochastic and context-
based approaches is most suitable for our considered HSNs since the global
knowledge of the fixed and mobile infrastructure perhaps improves the rout-
ing performance of mobile nodes, which have unpredictable movement.

6.2.1 Routing Without Infrastructure Assistance

Most stochastic routing protocols deliver messages by simply disseminating
them all over the network without infrastructure assistance. Being passed
from node to node, messages can be gradually delivered at the destination.
Epidemic Routing [94] diffuses messages similar to the way viruses/bacteria
spread in biology. When encountering others, a node will replicate and broad-
cast the messages to them. These nodes that just received the messages will
move to other places and continuously replicate and transmit messages to other
nodes whenever they are in the range of communication. Though increasing
the possibility of message delivery, the method results in flooding the network
and rapidly exhausting available resources. Direct Delivery (DD) [95] only de-
livers the holding messages directly to the destination; therefore, DD saves
huge amounts of resources but significantly decreases the delivery probabil-
ity. Spray and Wait (SnW) [96] is a tradeoff between the multi-copy scheme
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Figure 6.1: Categorizations of routing protocols in opportunistic networks.

(Epidemic) and the single-copy scheme (Direct Delivery) by finding an opti-
mal number of message copies and dividing the message delivery process into
two phases (spray phase and wait phase). First Contact (FC) [97] is a variant of
the single-copy scheme, which sends messages to the first encountered node
or a random node if there are more than one.

Most context-based protocols also do not require infrastructure to dissem-
inate data. In particular, the context-based protocols use the information of
historical contacts. Probabilistic Routing Protocol using History of Encounters
and Transitivity (PRoPHET) [98] is a well-known context-based routing pro-
tocol based on encounter. PRoPHET estimates the delivery predictability for
each known destination at each node before passing a message. The estimation
relies on the history of encounters between nodes. SimBet [99] uses historical
contacts to calculate two metrics, similarity and betweenness. The similarity,
which is calculated by how frequently a node and its destination have met, is
meant of how socially connected such two nodes are. Meanwhile, the between-
ness, which is calculated by how many nodes a node has met, is meant of how
interconnected a node is. However, if the utility metrics are equal, SimBet will
prevent its forwarding behavior.



6.2 Opportunistic Routing Approaches 101

6.2.2 Routing With Infrastructure Assistance

Data Mule [109] is designed to exchange messages between the close fixed in-
frastructure via mobile nodes, which have random movements. Conversely,
Virtual Data Mule (VDM) [93], Message Ferrying (MF) and its variants [92,110,
111] try to improve network performance by increasing the encounter probabil-
ity via predefined movement. The ferries shuttle along the predefined routes
in the region of interests. Meanwhile, mobile nodes have the tendency to move
towards ferries to send messages. Such an assumption makes the algorithms
limited to specific scenarios with majority of buses and bus travellers. In fact,
these algorithms are entirely constrained by the route and time schedule of
ferries. Without the route information, the algorithms will perform poorly.

To improve the flaw of SimBet, BUBBLE [100] adds the knowledge of com-
munity structure to ensure message diffusion. Since the social knowledge
varies over time, information used by BUBBLE may be outdated. In addition,
the betweenness may be useless if the message is near its destination.

6.2.3 Routing for Heterogenous Sensor Networks

To our best knowledge, little attention has been given on how to apply above
opportunistic routing algorithms on data dissemination in HSNs. DTF-MSN
[107] shows a scheme to gather information in the Delay/Fault-Tolerant Mo-
bile Sensor Network based on an improvement of Direct Delivery and Epi-
demic. The proposal consists of two key components: queue management and
data transmission. Queue management decides the importance of messages,
and data transmission decides the node with high delivery probability to send
messages to. However, the scenario used to evaluate the proposal has only one
mobility model, where both source and sink are mobiles nodes, and is far from
realistic for the HSN application domain. Camara et al. [88] present a good
mechanism for the distribution of messages, but the mechanism limits itself
to vehicle-to-vehicle and infrastructure-to-vehicle. The work uses only the ba-
sic Epidemic routing and there is no comparison with other routing protocols.
Recently, Keranen et al. [112] evaluate opportunistic networks with various mo-
bility models and routing algorithms by using the ONE. Nevertheless, the used
architecture does not include fixed infrastructure and the results only show the
simulation speed.

Therefore, we are interested in investigating routing in HSNs, which consist
of fixed, mobile infrastructures, and mobile nodes with unpredictable move-
ment. Since algorithms are proposed for different optimization objectives un-
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der different constraints and scenarios, it is difficult to compare the perfor-
mance of them all. We also improve the ONE simulator for simulations. The
ONE includes several opportunistic routing algorithms and mobility models.
Researchers can import their own maps and configure the simulator with their
own settings by many parameters, such as speed of mobility, message size,
buffer size, and etc. Moreover, the ONE is open-source, enabling researchers
to develop the tool for their own specific objectives.

6.2.4 Evaluation Metrics

Four metrics are used to evaluate the aforementioned performance require-
ments of different routing algorithms. Two of them are metrics implemented
in the ONE: delivery probability and latency. Hop-count metric is no longer an
informative metric to assess the delivery cost in time and distance in HSNs as
it is used in connected ad-hoc WSNs. Instead, we define Delivery Speed and
Delivery Cost for a more accurate evaluation.

• Delivery ratio (DR): The total number of successfully delivered unique
messages, denoted by Q, divided by the total number of created unique
messages, denoted by P . Each unique message is created at a certain
time, and has a unique identification number to be distinguished from
others in the network.

DR =

Q

P
. (6.1)

• Latency (DL): The average of delays between the moment that unique
message i is originated, denoted by Tsi, and the time when the first
replicate of unique message i arrives at the destination, denoted by Tdi.
The replicate is a copy of the unique message. The number of replicates
depends on the methodology of the DTN routing algorithm, single or
multiple-copies.

DL =

1

Q

QX

i=1

(Tdi � Tsi). (6.2)

• Transmission cost (DC): The total number message transmissions, denoted
by T , divided by the number of successfully delivered messages.

DC =

T

Q
. (6.3)
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To evaluate the proposed architecture and the proposed mobility model,
we use the inter-contact time, first defined by Chaintreau et al. [113]. Inter-
contact time is the time interval between two successive contacts of a pair of
nodes, from the end of one contact to the next contact with the same node.
Inter-contact time represents the frequency of opportunities for nodes to send
packets to other nodes. The distribution of inter-contact time has an impact on
the performance of different routing algorithms. [113] also shows that the inter-
contact times are power-law distributed with the power-law exponent less than
one.

6.3 Mobility Models
In this section, we introduce mobility models that can be used in a simulation
for data dissemination in a city through heterogeneous networks. The models
are also investigated given not only simulation data but also against real-world
measurement data.

6.3.1 Human-like Mobility
To increase the realism of the mobility model, we propose two additional mod-
els, Random Shortest Path Map Based Movement (RSPMBM) and Road Side
Unit Placement (RSUP). The new models, together with existing Map Based
Movement (MBM), Bus Traveler Movement (BTM), and Bus Movement (BM),
are suitably applied for different types of sensor nodes. This approach repre-
sents the heterogeneous nature of reality, with RSUs, cars, buses, and pedestri-
ans.

We assume that a portion of mobile nodes represents pedestrians wander-
ing around without any specific purpose. The existing MBM provided by the
ONE is likely the most suited. MBM is the Random waypoint movement with
map-based constraints, in which a mobile node moves from one map node to
another by selecting a neighbouring map node randomly. This movement is
repeated a randomly chosen number of times.

Naturally, people do not just wander around. They want to go somewhere
for a purpose, using the shortest or fastest path possible. The choice of walk-
ing or taking the car is often decided by the Euclidean distance to the des-
tination. These destinations are very diverse [114], ranging from points of
interest in the public domain (e.g. restaurants, parks, offices) to more pri-
vate ones (e.g. friends, home, family). Therefore, we propose a new mobility
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model, RSPMBM, to model the behaviour of human-like mobility. A node se-
lects an arbitrary destination within a predefined range and then moves along
the shortest path. Euclidean distance ranges are configurable in a setting file,
for example, the distance ranges can be set [50, 500] and [500, 5000] meters for
pedestrians and cars, respectively. Remark that the minimum walking distance
of a pedestrian is set to 50 m to ensure every node always travels a little.

It is reasonable to assume that a number of civilians, called bus travellers,
prefer traveling by bus. Movements of bus travellers and buses are modelled
by Bus Traveler Movement and Bus Movement, which are also available in the
ONE simulator, respectively. A bus traveler compares distance to the nearest
bus stop with to the destination to decide whether to take a bus or not. A
bus can carry many passenger and shuttles following its pre-defined route and
timetable.

The new RSUP model is proposed for deploying RSUs on a map, along side
roads with a certain distance between each other. The RSUs are stationary and
form a wireless ad-hoc network or wireless sensor network.

6.3.2 Model Evaluation
In order to evaluate our proposed architecture and mobility models, a realis-
tic simulation environment is set up using a real city map. The results from
running selected routing protocols are analyzed and compared to gain a better
understanding of the performance of the existing routing protocols. From that,
we may attain implications for future work. We use the ONE simulator [104]
that is specially designed for opportunistic networks. It allows users to import
maps, configure radios, message size, node speed, etc. The ONE is the fact that
it is open-source, so we can flexibly develop new features for better simula-
tions. Indeed, we conduct our simulation on a realistic map, the Enschede city
as shown in Fig. 6.2. The red squares ⇤ are RSUs fixed on main roads, and the
blue circles o represent mobile nodes including pedestrians, cars, and busses.
The green star F at the center is the common sink.

Fig. 6.3 plots the complementary cumulative distribution (CCDF) of the
inter-contact times. The graphs show that the inter-contact time distribution
of RSPMBM has a power-law distribution with the exponent approximate 0.3
and similar to the real iMote trace [115]. This power-law distribution does con-
tradict the exponential decay implied by previous mobility models that have
been used to design routing algorithms (see [113]). Because the exponent and
shape of the distribution may vary between environments, we did not config-
ure parameters to produce the exact same exponent and shape as the iMote
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Figure 6.2: Simulation on the city map of Enschede.

trace. Note that the match between the iMote trace and RSPMBM in the first
two-thirds of the graph. The difference in the last part of the graph is due
to the longer trace (in time) of the iMote, leading to more contacts with low
distribution probabilities. RSPMBM has shorter contact times due to the RSU
communication backbone. In other words, nodes in our simulation environ-
ment meet one another more frequently that those in the iMote experiment.

Fig. 6.3 also shows the inter-contact time distribution for MBM used in the
Enschede City Scenario (ECS) for comparison. Surprisingly, both RSPMBM
and MBM produce similar tails of the distribution (exponent coefficients are
about 0.3). However, the inter-contact time distribution of RSPMBM has a
higher probability than that of MBM. This is expected; inter-contact times usu-
ally get shorter with increasing reality [104].

6.4 Unified Routing for Heterogeneous Networks

As discussed in Section 6.2, current routing algorithms cannot perform well in
the aforementioned HSNs. Therefore, it is necessary to have a unified routing
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Figure 6.3: Inter-contact times for RSPMBM compared to the iMote trace.

algorithm that adopts most of the components of heterogeneous architecture
such as lampposts, pedestrians, cars, and buses. RSUs are intentionally de-
signed in order to improve not only the reliability of event detection, but also
to play an important role in both gathering and disseminating data. Since the
RSU network is a connected ad-hoc network with a few constraints on through-
put, energy, and storage capacity, the approach should preferably transfer mes-
sages along the RSU lines rather than among mobile nodes to a common sink,
such as the base station shown in Fig. 5.2. The proposed scheme must also al-
low messages to be temporarily stored at RSUs so that other mobile nodes can
directly retrieve the necessary information.

Moreover, the algorithm should avoid flooding the mobility network since
mobile nodes have limited power and bandwidth, while still obtaining a high
delivery ratio. It is necessary to disseminate a detected event to some specific
areas or groups. Normally, the people surrounding an event are interested in
what is happening nearby because it is likely that they are at risk. Therefore,
the approach should not entirely flood the whole city with such information,
but only neighboring areas. Finally, the algorithm must be light-weight and
need as little network information as possible because mobile phones have lim-
ited energy and computation power, and many people are unwilling to share
their personal information.

Following on from the above, we define the desirable objectives of our pro-
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posed routing algorithm for data dissemination in smart city networks:

• must work well with a heterogeneous architecture

• maximize the use of the RSUs’ network to improve performance in terms
of delivery ratio and latency

• control flooding phenomena in the mobility group

• perform better than existing algorithms

• possibly manipulate disseminated-message areas

• need as little network oracle as possible to facilitate implementation in
real-world applications.

To achieve these goals, we propose the Unified routing algorithm, com-
bining the advantages of stochastic and oracle-based algorithms. By adding
mechanisms to vary two parameters, namely the Delivery Capability and the
Number of Copies, the algorithm can adapt itself to respond to various node
and connection types.

6.4.1 Unified Parameters
Unified uses the Delivery Capability and the Number of Copies to decide which
node and which message to start transferring, respectively. The Delivery Capa-
bility value is a constant, whereas the Number of Copies gradually decreases
from an initial value.

Delivery Capability

The Delivery Capability, denoted by �, represents the possibility that a node
can deliver information based on its hardware characteristics. For example, a
RSU usually has the unlimited power supply, high bandwidth, and thus pos-
sesses a high Delivery Capability value. Otherwise, a pedestrian carrying a mo-
bile phone which has battery constraint and low bandwidth will be assigned a
low Delivery Capability. Since the hardware is almost the same for all nodes
in the same component and remains constant over a long period, nodes in the
same component have the same value of the Delivery Capability, and nodes
from different components certainly own different values of the Delivery Ca-
pability.
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When there are several nodes in communication range, a node will be se-
lected as a master node and the remaining nodes as slave nodes by applying
some existing clustering mechanism, such as K-means clustering. The mas-
ter uses the value of the Delivery Capability to determine which slave node
to transfer messages first. The slave node, of which the Delivery Capability is
higher than that of others, will have the higher priority to exchange messages
with the master. This connection selecting is essential to assure that messages
are handed to the most suitable nodes since the cluster will not last for long
due to the fact that nodes move continuously.

Number of Copies

The Number of Copies, denoted by L, defines the constraint of message redu-
plication. Depending on the type of network and the number of sensor nodes,
all messages originating from the same component have the same initial value
of the Number of Copies. The values will be gradually decreased down to 1 by
dividing by 2 after each successful transfer.

Unlike the Binary Spray and Wait mechanism proposed in [96], which does
not allow a node to send out a message that has the Number of Copies equal
to 1 and is consistent with the maximum instants of a message in the network,
Unified still allows a node to transfer such a message to other nodes if these
nodes belong to different components. Under such circumstances, a receiver
will check the original component of the incoming message, from which com-
ponent the message was created. If the message was generated by a node in the
same component, the receiving node will assign 1 to the Number of Copies of
the message in order to deter further broadcasting. If not, the initial Number of
Copies of the receiving node will be attached to the message to encourage more
dissemination. This idea is based on a hypothesis: Information is well-known
within a component but unpopular in other components.

In fact, the Number of Copies is used to optimize the delivery ratio of mes-
sages. If the Number of Copies is too small, there will be few opportunities
to deliver messages to their destinations. However, if the Number of Copies is
too large, many copies will flood the network and decrease the delivery perfor-
mance.

6.4.2 Unified Routing
Each component k, such as RSUs or pedestrians, has its own predefined the
Number of Copies, denoted by Lk, and the Delivery Capability, denoted by
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Ck. Clearly, the values of Lk and Ck rely heavily on the physical characteristics
of each component. Moreover, these parameters can be flexibly set to match
specific architectures and applications. To this end, we are led to the flowing
pseudo code of the Unified routing algorithm for an arbitrary master node i.
A master is the node is holding the communication channels as a cluster head,
and trying to transmit its messages to the in-range neighbouring nodes.

Algorithm 6.1 <Unified Routing Algorithm - Master>

1: INITIALIZE: Lk, Ck

2: if Connection is up then
3: Connections getConnections()
4: Connections sortCapability(Connections)
5: for connection : Connections do
6: hostMessages getHostMessages()
7: otherMessages getOtherMessages()
8: for hostmessage : hostMessages do
9: tempMessages ;

10: if hostmessage /2 otherMessages then
11: tempMessages tempMessages+ h hostmessage, connectioni
12: end if
13: end for
14: tempMessages sortMessages(tempMessages)
15: outMessages outMessages+ tempMessages
16: end for
17: for sendMessage : outMessages do
18: if otherNode in same group then
19: if sendMessage.l > 1 then
20: send sendMessage out
21: update sendMessage.l if sending successfully
22: end if
23: else
24: send sendMessage out
25: end if
26: end for
27: end if<end>

When node i encounters one or more nodes, the connection is up, the mas-
ter collects and sorts all active connections in descending order of the Deliv-
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ery Capability Ck by sortCapability(Connections). Then, for each connection,
two nodes exchange their summary vectors to determine which messages the
other node does not own, similarly to Epidemic [94]. These requested mes-
sages are sorted by a message sorting method, such as random or First In First
Out (FIFO), before being pushed into the outgoing buffer outMesssages. From
now, node i can start sending out selected messages through connection by
connection. Note that the current Number of Copies, sendMessages.l, is re-
duced if and only if the receiving node is in the same group. A slave node re-
ceiving messages will check again whether received messages exist in its buffer.
The current Number of Copies l of recevingMessage will be updated as the
rule defined in Section 6.4.1. As long as a received message comes from a node
in the same component, the slave node updates the current Number of Copies
recevingMessage.l by dividing by 2. Once the sending node belongs another
component, the receiving node will check the origin of the message. If the mes-
sage originates from a node in the same component, recevingMessage.l will be
set to 1. If not, recevingMessage.l is set as Lk of the slave node. Algorithm 6.2
describes the pseudo code of messages received at a slave node.

Algorithm 6.2 <Unified Routing Algorithm - Slave>

1: INITIALIZE: Lk, Ck

2: if Connection is up then
3: hostMessages getHostMessages()
4: receivingMessages getRecevingMessages()
5: for recevingMessage : recevingMessages do
6: if recevingMessage /2 hostMessages then
7: inMessages inMessages+ recevingMessage
8: if otherNode in the same group then
9: update recevingMessage.l

10: else
11: if recevingMessage originated from the same group then
12: recevingMessage.l 1

13: else
14: recevingMessage.l Lk

15: end if
16: end if
17: end if
18: end for
19: end if<end>
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In fact, the Unified algorithm also covers most novel existing schemes, both
stochastic and oracle-based routings. When L is set as infinite for all com-
ponents, the algorithm switches itself to an Epidemic-like scheme by entirely
flooding the network with message copies. When L is finite, a node will spread
messages like Spray and Wait (+1 > L > 1) or Direct Delivery (L = 1) to
nodes inside the component, and like Epidemic to nodes outside the compo-
nent. Furthermore, the predictability of delivery, which can be estimated by
an oracle-based routing algorithm, can be used to sort the requested messages
of each connection at line 14 of Algorithm 6.1. Since messages probably have
various destinations, the predictabilities of a node to deliver messages are not
unique. Therefore, those messages that possess higher delivery probability
should be transferred before others.

6.4.3 Optimizing C and L

Without loss of generality, we analyze our proposal with one single city only
for convenience of understanding. It is possible to extend the approach for the
multiple-city scenarios by adding the Message Ferries algorithm for the bus
component. Thus, busses are categorized into the mobility component, and
we consider the optimal values of C and L for only two components in our
proposed algorithm: Road Side Units and Mobility.

Road Side Units

RSU networks are a kind of Wireless Ad-hoc Network (WAN), so one might
think conventional routing algorithms would be the best options. In fact, the
aim of conventional routing is mainly to find the shortest or least-cost path
for message delivery. However, the prime objective of data dissemination is
not only delivering messages to a specific sink, but also broadcasting them as
widely as possible to warn other civilians about imminent dangers. Under such
circumstances, conventional routing algorithms fail to spread information over
broader areas. Conversely, the proposed Unified with setting high C and large
L can work well.

On the one hand, the Unified approach transfers messages along RSUs to
a sink quickly since it is not necessary to find a shortest path. Since RSUs are
implemented in linear formation, a RSU can only communicate with at most
two neighbors. Once a message first reaches a RSU, no more than two copies of
a message are created. Afterwards, the algorithm replicates the message copy
and send it to the next RSU. In this way, the message is rapidly delivered to the
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sink. The progress of the Unified routing does not take much longer than that
of conventional algorithms because there are only a few branches or spanning
trees that lead to the sink.

On the other hand, this approach causes the RSU network to be entirely
flooded with messages. Once a RSU receives a message from outside of its
network, for instance, from a pedestrian, Unified speedily diffuses the message
to most of the RSUs. Other pedestrians, cars, or even buses can retrieve the
information directly from RSUs they encounter. Therefore, it is unnecessary
to send a request message to the base station to demand information. In other
words, RSUs can be either sink or source nodes for the mobile sensor network.

To this end, the optimal value of C for RSUs should be set to the highest
value (C = 1) so that messages can take the advantage of the RSU network.
In addition, the optimal value of L should be infinite (L = +1) in order that
messages can reach as many RSUs as possible.

Mobility

We consider a sparse mobility network in which pedestrians are the majority.
Limited battery, narrow throughput, low speed and unpredictable movement
patterns self-evidently imply that the mobility component has a fairly low de-
livery capability. Therefore, the optimal value of C should be the lowest: C ' 0.
In addition, the L of mobility can be in the range from 1 to +1 depending on
the expected delivery ratios and mitigation of network-flooding effects. How-
ever, one of the simplest ways to find a near optimal value of L for mobility
is to solve the equation of mitigation of the trade-off between optimal and ex-
pected latency, described in [96], by letting EDsw = aEDopt, where a is a factor
for the delay constraint dictated by the application. Similarly to the numerical
example in [96], we set a to 5. This means the expected delay is allowed to be
up to five times of the optimal delay.

The expected delay of the optimal case, when L = +1:

EDopt =
HM�1

M � 1

EDdt, (6.4)

where Hn =

Pn
i=1

1

i and M is the number of mobile sensor nodes.
The upper-bound of the expected delay of normal case with 1 < L < +1

message copies is:

EDsw  (HM�1

�HM�LEDdt +
M � L

M � 1

EDdt

L
). (6.5)
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Suppose that 1 < L ⌧ M , we have HM�1

⇡ HM�L ⇡ HM and M �
1 ⇡ M � L ⇡ M . Therefore, L in Equations 6.5 can be simplified as:

L ⇡ M

aHM
, (6.6)

Analogously, we can set other values of C and L for a sub-mobility group,
for example, cars. Cars usually have high-speed and long-range communica-
tion so they certainly possess higher C than pedestrians do. In fact, the more
appropriate value setting of these two parameters, the better performance of
networks.

We remarked earlier that there is another solution to find the optimal Num-
ber of Copies for the mobility component in a heterogeneous architecture as
Fig. 5.2. In fact, Equations 6.4 and 6.5 are derived on the assumption that the
network has only mobile nodes and the destination of a message is a random
mobile node. However, our considered network is heterogeneous with various
types of components, including stationary and mobile nodes. Furthermore, the
comment destination is a common sink fixed in the center of the map. There-
fore, the expected delay of L = +1 and 1 < L < +1 cases will be slightly
different. We are going to investigate this aspect in a journal since it takes a lot
of space to describe the solution. However, the estimated value of L for mobil-
ity calculated by applying Equation 6.6 is almost consistent with our simulation
results.

6.4.4 Simulation

We first define setup for our simulation with regard to HSNs. Then we com-
pare our proposed algorithm with other algorithms when performing in a re-
alistic scenario.

Simulation Setup

The simulation uses the center of the city of Enschede as a realistic setting.
In the center of the map, there is the central bus station. The map shown
in Fig. 6.2 takes up approximately 3000 by 3000 meters and is exported from
Openstreetmap.org. We create several submaps for RSUs, roads for cars, paths
for pedestrians, and routes for busses. There are 336 RSUs deployed in lin-
ear formation at the outer ringroads, inner ringroads, and four radiating roads
leading to the center of the city. Pedestrians are able to roam freely, but cars can
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only run on roads. Moreover, four distinct bus lines in the city are mapped onto
the simulation. For each bus line, two buses are assumed to serve the route.

Since our main concern is the contribution of pedestrians to data dissemi-
nation, the number of pedestrians will be varied between 258 and 1058. One
thousand of pedestrians seems too few, but is in fact realistic because the popu-
lation density of Enschede is just about 1000/km2 and we assume that roughly
one-tenth of the civilians walk in streets at a certain time. The simulation also
includes 50 cars. The initial positions of cars and pedestrians are randomly dis-
tributed. The speed of cars and pedestrians are randomly generated in ranges
of from 10 to 40 km/hr and 1.8 to 5.4 km/hr, respectively. Since pedestrians
walking at almost uniform speed form the majority of the network, the effect of
the mobility velocity on performance results is not studied in this simulation.

As mobile internet and mobile services are expensive, we only consider
built-in short range interfaces, such as Bluetooth and WiFi. We assume that
all mobile phones possess Bluetooth Version 2.0 at 2 Mbit/s net bit rate with
a 10 m radio range, while only smartphones have a WiFi interface at net bit
rate of 11 Mbit/s with a 60 m radio range. According to Eriksson et al. [116],
the 11 Mbit/s rate overall performs much better than the other 802.11b/g rates
for vehicles. Fifty percent of pedestrians own smartphones, and the rest uses
regular phones without the WiFi interface. RSUs have both interfaces as do
smart phones. However, cars and buses possess WiFi only because Bluetooth
is unrealistic at high speeds.

Our proposed RSPMBM is applied for most pedestrians and all cars with
travel distances ranging from 50 to 500 m and 500 to 5000 m, respectively. Cars
certainly can go farther than 5000 m, but they would be out of the simulation
area of 3000 m by 3000 m. In the RSPMBM model, a pedestrian would walk
for a short distance, typically 50 � 500 m, but not usually for long distances
such as 500� 5000 m. For a long distance, he or she would tend to drive a car.
In addition, we assume that there are always 100 pedestrians who just stroll
around the city and modeled by the MBM [104]. These pedestrians simply
follow Random Walks along map paths. Modeled by the BM model, buses
shuttle between the bus stops along fixed routes. Finally, among pedestrians,
we assume that there are 100, who prefer taking the bus and are modeled with
the BTM model [104]. They walk to a nearby bus stop and wait to catch a bus
to take them to their destinations.

During the interval time, which is randomly drawn from 25 to 35 seconds,
an event happens at a random place in the city. Nearby mobile phone sensors,
which are carried by pedestrians or cars, will measure data together. A node
will be assigned as a cluster head that is responsible for distributed data pro-
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cessing to detect such event. A message, which contains inferred information
about the event, is created at the cluster head and ready for dissemination. In
other word, there will be 732 unique messages created during simulation of 6
hours in real world. In our study, RSUs do not generate messages, but act as
a communication backbone. In fact, we intend to use RSUs to further improve
the reliability and accuracy of detection in future. For message size setting,
as [117] shows that the optimal message size for MAC layer is approximate
500 bytes, a random size between 0.5 � 1 Kbytes is assigned to each message.
We remark that 500 bytes suffice for most kinds of data in a sensor network
such as, humidity, temperature, or toxic chemical intensity. Since the common
buffer length for the MAC layer is from 25 to 50 packets, the message buffer is
set at 25 Kbytes for all nodes in most of the simulations in this paper, except
when studying the effects of varying the buffer size.

Data dissemination is simulated using our proposed algorithm. The Deliv-
ery Capability C of RSUs is set as one, and that of mobility is set as zero. The
Number of Copies L of mobile nodes are varied from 1 . . . 109. Meanwhile, L
of RSUs are set as infinite for all cases. Furthermore, a comparison with First
Contact, Spray and Wait, Epidemic, and ProPHET is also made. For the same
reason as mentioned in [103], Message Ferries (MF) is not used for buses in our
simulation since MF is more suitable for carrying messages from city to city.

Results and Discussion

Using the above configured scenario, we evaluate performance of the Unified
algorithm in terms of average delivery ratio, latency, transmission cost. FIFO is
used to sort messages, in line 14 of Algorithm 6.1. The compared algorithms
also used FIFO to sort message buffers to make a fair comparison. The results
demonstrate that the Unified algorithm performs significantly better others in
most cases.

Fig. 6.4.a plots the overall delivery ratio of the Unified algorithm when the
Number of Copies L of mobile nodes increases from 1 to 1e+ 9. There are 658

mobile nodes.By benefiting from the RSU network, Unified can obtain quite
high delivery ratios even when L = 1, at least 47.81% with TTL = 60 min-
utes. The delivery ratios are significantly improved when L changes from 1 to
5 since there are more copies broadcast. However, the delivery ratios remain
constant and even decrease a little if L increases continuously, especially with
large TTL. Large L and TTL cause the flooding effect similarly to that for
Epidemic. In addition, Unified gives high delivery ratios with short TTL mes-
sages because the algorithm can drop more expired messages, which probably
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Figure 6.4: Unified performance with varying the number of copies

have already been delivered, allowing it to receive new ones.
Fig. 6.4.b shows the average latency of message delivery performed by the

Unified algorithm. The algorithm can obtain good delivery delay for messages
with short TTL even with a small Number of Copies L. However, for large
TTL, Unified has to run with L = 20 at least to have good latency for TTL = 60

minutes. By looking at the delivery cost shown in Fig. 6.4.c, the total number of
messages including replicates over that of delivered messages, we can see that
setting L correctly minimizes the tradeoff between latency and transmission
cost. It seems that L = 20 is an optimal value so that the Unified algorithm
obtains a high delivery ratio, low latency, and acceptable transmission cost for
various values of TTL. By considering Equation 6.6, L = 20 is consistent with
L ⇡ 19 (a = 5 and M = 658).

We also compare the Unified algorithm with First Contact (FC), Spray and
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Figure 6.5: Algorithms comparing

Wait with the number of copies is 20 (SnW20), Epidemic, and ProPHET in
Fig. 6.5.a. All algorithms run with the same 658 mobile nodes and 25 Kbytes
buffer size. Delivery ratios obtained by applying Epidemic and ProPHET sig-
nificantly decreases when TTL increases, but SnW20. Observation shows that
Unified takes advantage of Epidemic of Epidemic when TTL is short, and that
of Spray and Wait when TTL is long. First Contact, of course, gives a very poor
delivery ratio because it has only one copy of messages.

Fig. 6.5.b shows that the Unified algorithm has the second lowest average
latency because it can take advantage of the RSU network. Clearly, by flooding
the network with multiple copies of messages, Epidemic has optimal latency.
Overall, larger TTL results in a longer delay since messages can stay longer in
the buffer before being delivered. In addition, transmission costs of algorithms
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Figure 6.6: Unified performance with varying the number of mobile nodes

are shown in Fig. 6.5.c. The transmission cost of Unified is as high as that of
Epidemic when TTL is greater than 30 minutes. Since our main objective is
disseminating information, high transmission cost is not always a drawback
since more messages are broadcasted.

To investigate the effect of the network size, we vary the number of nodes
but keep the buffer size constant at 25 Kbytes. Results show that the network
size does not significantly affect the performance of the Unified algorithm, as
shown in Fig. 6.6. Even the number of nodes vary widely from 258 to 1058,
the existence of the RSU network makes that delivery ratios and latency almost
remain constant in Fig. 6.6.a and 6.6.b for various TTLs, respectively. Only
transmission costs monotonically increase with the number of mobile nodes.
This is expected since the more nodes, the more transmissions.

Fig. 6.7 shows that the performances of Unified increase significantly in
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Figure 6.7: Unified performance with varying the buffer sizes

terms of delivery ratio, latency, and transmission cost when the buffer sizes
are bigger since more messages can be exchanged during a limit contact time.
However, when the buffer size is greater than 250 Kbytes, holding approx-
imately 375 packets, saturation is reached so that increasing the buffer size
hardly improves the performance, as expected. Even with a finite buffer size, a
pair of nodes will not be able to exchange all messages in buffers due to limited
contact duration. We remark that the optimal value of buffer sizes depends
on the mobility model as long as different models have different contact times.
As discussed in [103], the Random Shorted Map Based Movement is quite re-
alistic. Therefore, the results shown in Fig. 6.7 are realistic and give a good
prediction for real experiments in the future. Note that we set the number of
mobile nodes as 658 for all simulations in Fig. 6.7.
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6.5 Location-based Routing with Human Mobility
Behaviours

In this section, we exploit the impact of human mobility on message delivery
in opportunistic mobile phones sensor networks. In particular, we consider
a DTN of human-centric nodes. Conventional DTN’s routing protocols have
attempted to find the probability of message delivery based on contact times,
which indicate how frequently a pair of devices is in connection. Though hav-
ing showed good performance on message delivery, contact-based algorithms
do not perform well when each device frequently appears at different regions,
as most people daily do. The reason is that geographic coordinates of nodes
have little or no correlation with their contact times. For example, assume that
a staff currently has a bundle of messages to send to colleagues either working
in or out of his office. Since devices of staffs working in the same office have
high contact times, most contact-based algorithms estimate delivery probabil-
ity of roommates of the staff much higher than that of colleagues in other of-
fices. Therefore, the staff preferably transfers messages to his roommates first,
and to a visiting person later. As a visitor just drops in for a while, he or she
would not have enough time to wait to receive the messages from the staff. As a
result, the staff misses a good opportunity to deliver messages to other offices.

Although several contact-based algorithms also consider transitive proba-
bility, such as Probabilistic Routing Protocol using History of Encounters and
Transitivity (PRoPHET) [98] and MaxProp [118], these algorithms will fail in
the case that the mobile phone of a visitor is frequently out of communication
range with other mobile phones in his office. This can happen if the visitor
is unwilling to participate in dissemination. However, if the message is car-
ried by the visitor, its information can be delivered to the destination by other
communication channels because they are in the same office.

The above scenario points out the limitations of current routing approaches
based on contact times, and motivates us to propose a new approach based
on historical locations of mobile nodes, called location-based routing. The key
insight is that nodes frequently appearing nearer the message destinations are
regarded as possessing higher delivery probability. In our approach, at regu-
lar time intervals, each node records its current location in a first-in-first-out
(FIFO) buffer, which has an ageing parameter deciding its length. If the buffer
overflows, the oldest location will be removed to make room for a new recorded
location. An appropriate unsupervised learning or clustering algorithm will be
applied to infer the full information of location densities from recorded data.
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When having obtained the information, we estimate the distribution of nodes
in the past to select better candidates to carry messages. To our best knowl-
edge, this is the first work to formulate Opportunistic Mobile Sensor Network
(OppMSN) routing problem as an online unsupervised learning problem on
historical locations to predict message delivery probability of mobile phone
users.

6.5.1 Problem Formulation
In this section, we formulate two routing problems in spatial and spatiotem-
poral domains. The problem in the spatial domain is simpler but less reliable
than that in the spatiotemporal domain. In addition, storing both time and
coordinates of mobile phones carried by users requires a more sophisticated
security scheme to protect private data. Depending on the requirements of
applications, researchers can select the suitable domain to apply.

Spatial Domain

We consider a network of n mobile sensor nodes, denoted by the set S =

{s
1

, . . . , sn}, which have unpredictable moving patterns. For each node i (i.e.,
si, used interchangeably) let Di = {xi,1, . . . ,xi,k} denote the set of its k most
recent locations recorded with time interval �. With a slightly abuse of no-
tation, denote the set of encountered nodes of si, including itself, as Ei =

{si, si+1

, ..., si+e}, where e is the number of nodes currently connected to si.
The set of location history induced by the set Ei is defined as De

i = {Di,Di+1

,
. . . ,Di+e}. The set of l messages which is being held by node si, and needs to
be delivered, is denoted as Mi = {m

1

, . . . ,ml}. Each message might have var-
ious attributes such as destination, time-to-live, message size, message priority,
etc. The problem is for each node to decide which node in its encounter set is
the best next message carrier for each message so as to quickly and reliably
deliver the message.

We propose a probabilistic framework to solve the above problem. For each
message mj 2Mi, the destination coordinate is the only relevant attribute con-
cerned in this paper to decide a successful delivery, which in turn depends on
the set Di. Other attributes can be used to sort Mi in advance by a buffer man-
agement [119, 120]. By assuming Di is parameterized by a vector of unknown
parameters ✓i, the delivery probability can be defined as the probability den-
sity function pi,j(mj |✓i) conditioned on the parameter vector ✓i. Here we use
a shorthand notation pi,j(mj |·) to denote the event of a successful delivery of
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message mj . The set of delivery probabilities of all nodes in Ei for message mj

is
Pi,j = {pi+k,j(mj |✓i+k)}ek=0

. (6.7)

Let ⇥e
i = {✓i,✓i+1

, . . . ,✓i+e}, the set of unknown parameters for the nodes in
Ei. The set of all parameter vectors at all nodes is called location distribution,
⇥ = {✓

1

, . . . ,✓n}. Our first goal is to estimate the set of parameters ⇥ using
the location history at all nodes, D = {D

1

, . . . ,Dn}. Once the estimate b⇥ (and
hence b⇥e

i ) is available, each node si can calculate the set of delivery probabili-
ties Pi,j for each message mj . Subsequently, by making pairwise comparisons,
node si will find a candidate with higher delivery probability and not holding
the message to transfer.

Let us reconsider the problem of learning location distributions from his-
torical data unlabelled to which geographical regions. These data sets may be
geometrically viewed as clouds of points in a d-dimensional space (d = 2, 3).
Finding a location distribution in our approach is a typical unsupervised learn-
ing and clustering problem. A location distribution of node i generally falls into
two categories, a single distribution or a mixture of zi distributions. In essence,
given historical-location sets D, we have to find the estimate b⇥ = {b✓

1

, . . . , b✓n}
of ⇥ = {✓

1

, . . . ,✓n}. In particular, given historical location set Di of node
i, the problem is to find the estimate b

✓i = {b✓i,1, . . . , b✓i,zi} of full parameter
✓i = {✓i,1, . . . ,✓i,zi}. Then, we can estimate the delivery probability of node i
to deliver a message mj by

bpi,j(mj |✓i) = max

k=1,...,zi
{pi(mj |!i,k, b✓i,k)Pi(!i,k)}, (6.8)

where Pi(!i,k) is the prior probability of each class with state of nature !i,k.
This is a simplified solution to the mixture of distribution, in which we put all
weight on the single best distribution. Finally, for each message mj , node i
selects the next carrier sc(i, j) to deliver the message as the one with highest
estimate delivery probability,

sc(i, j) = arg max

k=0,...,e
{bpi+k,j(mj |✓i+k)}. (6.9)

Spatiotemporal Domain

Now we seek to formulate the above problem in spatiotemporal domain. At
a time slot t during a cycle of T time slots, which can be a day, a week, or a
month, let Dt

i = {xt
i,1, . . . ,x

t
i,k} denote the set of node i’s locations recorded at
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time slot t of k most recent cycles. The set of location history induced by the
set Ei becomes a matrix De

i = {Dt
i ,Dt

i+1

, . . . ,Dt
i+e}Tt=1

. Besides the destination
coordinate, the expected delivery time attribute needs to be considered to es-
timate the delivery probability of node i to deliver a message mj . Therefore,
the delivery probability of node i to delivery message mj on expected time slot
t is defined as the probability density function pti,j(mj |✓t

i) conditioned on the
parameter vector ✓t

i , which parameterizes Dt
i . For time slot t in spatiotemporal

domain, equations (6.7), (6.8) and (6.9) can be rewritten as

P t
i,j = {pti+k,j(mj |✓t

i+k)}ek=0

, (6.10)

bpti,j(mj |✓t
i) = max

k=1,...,zi
{pti(mj |!t

i,k,
b
✓

t
i,k)P

t
i (!

t
i,k)}, (6.11)

and
stc(i, j) = arg max

k=0,...,e
{bpti+k,j(mj |✓t

i+k)}. (6.12)

Note that if one can solve the problem in spatial domain, a similar solution
can be applied to the problem in spatiotemporal domain by drawing historical
locations regarding the expected delivery time slot.

The computational complexity depends on online machine learning algo-
rithm. For example, the Location-Mean to be described in Section 6.5.2, only
needs O(n) to update parameters of n nodes. In spatiotemporal domain, the
computational complexity becomes O(nT ) with the number of expected time
slot bounded by T . The memory cost on each node for the problem depends
on dimensions of parameters, which are much smaller than original data.

It is infeasible to compare the complexity between location-based and en-
counter-based approaches because they are based on two different elements,
which are not well correlated. Computational load of the location-based scheme
depends on the location updating intervals, which are independent from en-
counters. The shorter intervals, the heavier computation. Meanwhile, compu-
tation load of the encounter-based scheme depends on human mobility and
density, which decides how frequently people meet each other.

6.5.2 Unsupervised Learning Approaches

For simplicity and clarity, we describe how to estimate the distribution param-
eters for the spatial domain. The spatiotemporal domain can be solved anal-
ogously. Our approach is to use recorded locations to estimate the unknown
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Figure 6.8: Illustration of the Location-Mean approach from simulation data.

location distributions of a single best distribution of the mixture densities. For
simplicity, assume that the densities follow a Gaussian mixture

pi,j(mj |✓i) ⇠ @(µi,�
2

i ), (6.13)

where µi and �i are vectors of z dimensions, with only z is known as the sec-
ond case in Table I. The check mark (X) and question mark (?) indicate known
and unknown parameters. Therefore, this problem can be solved by existing
classification and clustering tools, such as Gaussian Mixture Model (GMM),
Kalman filter, or Support Vector Machine(SVM) [121]. Once the problem is
solved, we will obtain estimated prior probability bPi(!i,k), mean b

µi and b
�i

vectors of node i. Afterwards, the delivery probability in Eq. 6.8 of node i to
deliver message mj is computed by

bpi,j(mj |✓i) = max

k=1,...,zi

⇢ kmj � b
µi,k kPzi

k=1

kmj � b
µi,k k

bPi(!i,k)

�
, (6.14)

where mj and µi,k are also coordinates of the message destination and cluster
centers, respectively.
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Figure 6.9: Illustration of the Location-Cluster approach from simulation data.

Following on, we present two simple tools to solve the problem of location
densities, Location-Mean (mean) and Location-Cluster (k-means) for k = 1 and
k = zi, respectively.

Location-Mean

Table 6.1: Three cases of mixture Gaussian estimation [121]

Cases µi �

2

i Pi(!i,k) zi
1 ? X X X
2 ? ? ? X
3 ? ? ? ?

Suppose we knew the distribution of historical locations of node i came
from a single normal distribution with a mean µi and standard deviation �i.
Essentially, these two parameters constitute a compact representation of the
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movement pattern. If the mobile phone user actually stays most of the time in
a specific place, such as his office building, the historical locations have a mean
that tends to fall in the region where the user mostly stays. Of course, if the
samples from a user is not normally distributed, the Location-Mean approach
can give very misleading description of movement pattern, and the estimate
delivery probability will be wrong. At each time t, when xi,t is updated, the
mean b

µi can be updated incrementally as:

b
µi  Ni

Ni + 1

b
µi +

1

Ni + 1

xi,t (6.15)

where Ni is the current number of historical locations of node i.
Fig. 6.8 illustrates the historical coordinates and their means of a node mov-

ing according to the movement model to be described in Section 6.5.3. We
tested a variety of historical lengths. Means 10, 30, 70 are the mean values of
the 10, 30, and 70 recorded locations of the node representing a user at the CTIT
institute. Because the simulated user spends most of the time in his building,
of which the main gate is marked as the star ‘POI CTIT’, the mean values of
30 and 70 are quite close. This indicates that choosing the length of 30 latest
historical locations is sufficient. Note that the time interval we chose to record
locations in the simulation is randomly drawn between 250� 350 seconds.

Location-Cluster

If we consider a longer period of human activity than working hours, the model
of a mobile phone user locations is probably a mixture distribution instead of
a single normal distribution. We observe that most people still spend most of
their time in several places, such as their house, offices, bars, sport centers, etc.
Therefore, the normal mixture with an unknown number of class z can give a
close description of the location densities, as case 3 in Table I. There are several
machine learning methods to estimate the number of classes z of each person.
The number of classes z can also be obtained by asking the mobile phone user.
Note that each node i has its own value of class number, zi.

We use k-means to solve the defined problem since this technique has effi-
cient online update, thus it can simplify the computation and accelerate con-
vergence. In particular, k-means computes the squared Euclidean distances
kxi,t�b

µi,kk2 at each time t to find the mean b
µi,k nearest to xi,t with k = 1, ..., zi.

K-means does not require to know zi in advance; instead, zi can be inferred
from the given data. When the distance to b

µi,k is greater than a given thresh-
old �, we increase zi by one zi = zi + 1. The mean of the newly created cluster
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is xi,t. At each time t, when xi,t is assigned to cluster k, the mean b
µi,k can be

updated incrementally as:

b
µi,k  Ni,k

Ni,k + 1

b
µi,k +

1

Ni,k + 1

xi,t (6.16)

where Ni,k is the current number of data points assigned to cluster k. So each
node needs to store only a tuple of cluster mean values and their number of
assignments, instead of storing the whole data it receives for its whole lifetime.

It is interesting to see how the k-means operates on the example data we
used in Fig. 6.8. Fig. 6.9 shows 5 cluster centers and theirs clustered locations.
These cluster centers give a compact description of 5 places in campus the node
frequently occurs.

We note that there are better Machine Learning tools to solve (6.8), for
instance, Maximum Likelihood, Support Vector Machine, Decision Tree, and
Gaussian Mixture Model. Some of them may have very high computation that
should be considered since mobile phones have limited computation capability
and battery.

6.5.3 Simulation
In this section, we present our preliminary results, the performance of Location-
Mean. Note that recent work studying the nature of human mobility [103, 112,
113,122] has proved that suitable mobility models can sufficiently simulate the
behavior of human mobility. A realistic model of human mobility does not
mean that the movement pattern is predictable; instead, it better characterises
the unpredictable human mobility rather than the simple Random Walk [123].

Simulation Settings

Our simulation is based on a realistic scenario of the University of Twente cam-
pus shown in Fig. 6.10. The routes and Points of Interests (POIs) such as offices,
sport centers, stadiums, tennis courts, libraries, restaurants, shops, supermar-
kets, staff houses, and dormitories are mapped into the simulation. For each
place, there is a WiFi access point installed at each main entrance, which is
marked as square in Fig. 6.10. These nineteen access points are also the sinks of
messages that are randomly generated at one of mobile phones, which are car-
ried by students and staff. We assume that the speed of pedestrians remains
almost constant at 0.5 � 1.5 m/s. Therefore, the mobility speed has a minor
effect on performance results.
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Figure 6.10: Screenshot of simulation. WiFi access points marked as square and
pedestrians marked as circles.

The mobile phones and sinks are supposed to possess a WiFi interface at
net data rate of 11 Mbit/s with 30 m radio range. Every thirty seconds, a new
message with size of 500 Bytes to 1 KBytes is created, and its destination is one
of the access points. Buffer sizes of mobile phones and sinks are 25 KBytes
and 25 MBytes, respectively. The First In First Out (FIFO) is applied on buffer
management.

In addition, students and staff are split into 5 sub-groups, called STAFF,
CTIT, IMPACT, MESA++, and ELAN as the name of research institutes in Uni-
versity of Twente. Their movements are modeled with the Shortest Path Map
Based Movement, which is presented by [104], and various POIs. At a certain
moment, a node will choose one of nineteen POIs with predefined probability.
In particular, the probability of a node to visit libraries, shops, or sport centers
are 5%, 10%, and 5%, respectively. Since we concern the effect of humans in
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Figure 6.11: Convergence of delivery ratios.

data dissemination during day time, 60% of the time students and staff stay in
their offices, and only 10% of the time they visit their homes for a while. More-
over, we assume that every 30 to 60 minutes there is at least a person entering
or leaving a building in the simulation.

With above settings, our proposed algorithm is evaluated and compared
with a number of well-known opportunistic routing protocols: Direct Deliv-
ery (DD) [95], FirstContact (FC) [97], Epidemic [94], and PRoPHET [98]. Since
Location-Mean is a very naive algorithm as an example for location-based, we
do not include results of better contact-based algorithms, such as BUBBLE and
SimBetAge, to make a fair comparison.

Simulation Results

All results are averaged over five runs with difference random seeds to sim-
ulate one day in real time. Fig. 6.11 shows the convergence of delivery ratios
when time increases. Because of the limited buffer size and contact durations,
delivery ratios quickly converge after first two hours. The delivery ratios of
DD and FC firmly converge after 12 hrs while those of Epidemic, Prophet and
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Figure 6.12: Performance with varying the buffer number of mobile nodes.

Location-Mean still slightly raise up. We also observe that the delivery ratio
given by Location-Mean reaches 41% after two days and still keep slightly in-
creasing. This is explained by the longer period, the closer estimate the means
of the locations.

We also evaluate the delivery ratios of the algorithms by varying the num-
ber of participants in the above scenario, from 50 to 200. We remark that the
number of mobile nodes here represents the people moving in and out of the
buildings on the campus, not the number of total students and staffs. In such
way, 200 can represent 2000 people working on the campus, and thus save a lot
of simulation time.
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Fig. 6.12(a) shows the percentages, after one day, slightly rise when the
number of nodes increase. This is expected since more mobile nodes pro-
duce more contact opportunities. Note that this observed increase is not held
with DD because it only sends a message to the destination node. This can be
proved using Random Walk theory [123]. Location-Mean scores best among
compared algorithms when increasing the number of nodes. This implies that
Location-Mean knows better which nodes to transmit the messages than the
others, which seem like random dissemination.

We also examine how the Location-Mean performs in terms of latency as
shown in Fig. 6.12(b) since the time taken to deliver messages is important. We
measure the average delays when changing the number of nodes from 50 to 200

as we evaluate the delivery ratio. Since our algorithms can predict the potential
nodes better to avoid the traffic loads, its latency is lower others multi-copies
schemes when increasing the number of nodes. We remarked that the average
delay obtained by our algorithm, about 120 minutes, is quite long for some
applications. However, it makes sense because the delivery totally relies on the
walking speed of 4 km2 on the campus, and the users usually stay in either
their office or classes. Note that the problem caused by latency can be solved
by prioritizing messages based on required delivery time.

We remarked that latency obtained by Epidemic is higher than by Prophet
in Fig. 6.12(b) is reasonable. Only under ideal conditions such as unlimited
buffer sizes and all messages can be exchanged during any contact duration,
Epidemic will give the lowest latency. However, our simulation is set with
limited buffer sizes (message queue), contact durations, and very short com-
munication ranges. This makes Epidemic have a longer delay than Prophet,
which is consistent with the investigation in [98].

Resource consumption is always a key metric in evaluating routing algo-
rithms in mobile phone sensor networks. Fig. 6.12(c) shows the transmission
costs, defined in Section 3, of our proposed algorithm and some existing algo-
rithms. DD has the lowest transmission cost since it only transfers messages to
the destinations. FC also has very low transmission cost since it is single-copy
routing. Therefore, we subtract them from the plot to have a clearer visualiza-
tion. Among the multi-copy schemes, Location-Mean has lowest transmission
cost as we expected. Since Location-Mean infers movement patterns of nodes
based on locations, it hands the messages to better candidates to avoid roaming
messages.

In addition, we observed that the simulation of Location-Mean runs faster
than that of Epidemic and Prophet with regard to an identical setting, which
consists with computation complexity discussed in Section 6.5.1. For instance,
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simulation time for Location-Mean is 3802 seconds with described 200-node
scenario, 20% and 12% shorter than Prophet and Epidemic, respectively.

6.6 Summary
In this chapter, we have proposed solutions for efficient message transmission
in HSNs. To save the deployment cost and increase the robustness, we address
using off-the-shelf wireless interfaces of smartphones to disseminate messages.
To improve the network performance in terms of delivery ratio and delivery la-
tency, we proposed to add extra devices such as RSUs and mobile wireless
gateway installed on public transportation. In addition, we also propose two
DTN routing algorithms: the unified routing algorithm and the location-based
algorithm. The unified routing algorithm explore and exploit the advantage of
different kinds of networks to transfer messages as efficient as possible. On the
other hand, the location-based algorithm applies online unsupervised learning
techniques on the historical locations of smartphones. Given the recent loca-
tions, the delivery probability of a smartphone with regard to a destination is
estimated through solving a mixture densities problem. Based on the values
of delivery probability, smartphones are selected to continue carrying the mes-
sages to their destinations.

Through realistic simulation scenarios based on the real maps and mobil-
ity models based on the human mobility, the results are consistent with the
theoretical analysis of the proposed solutions. This chapter also gives implica-
tions for further development of opportunistic routing algorithms with online
unsupervised learning and clustering for location densities in both spatial and
spatiotemporal domains. With better density parameter estimation methods
such as support vector machine or decision trees, we expect the performance
to be significantly improved.



CHAPTER 7

Conclusions

Throughout previous chapters, this dissertation presents symbiotic sensing so-
lutions that overcome the new challenges in mobile sensing. In Chapter 2,
we review the state-of-the-art of smartphone-based sensing systems and their
techniques with respect to a number of criteria. In Chapter 3, we present an
cooperative distributed hybrid sensing architecture that are inspired by the
symbiosis of living beings in nature to share sensing resource and avoid con-
flicts. The symbiotic architecture is composed of three main stacks: data sam-
pling, data processing, and data disseminating. Our proposed solutions for
each stack are consecutively presented in Chapter 4, 5, and 6.

To conclude this dissertation, we first revisit the major contributions of this
dissertation in Section 7.1. Next, concluding remarks are discussed in Sec-
tion 7.2. Finally, we discuss directions for future work in Section 7.3.

7.1 Evaluation of Contributions

We proposed and addressed a new symbiotic sensing research problem in the
context of Heterogenous Sensor Networks (HSNs) through the contributions
that are re-summarized as follows.

Contribution 1: Cooperative Hybrid Sensing

Data sampling with smartphone platforms is constrained by resources, espe-
cially batteries. Therefore, we propose a new bio-inspired sensing strategy
called symbiotic sensing to reduce resource consumption in Section 3.2. The
new sensing paradigm is well mathematically modelled to quantitatively ex-
plore and evaluate the probability of the sensing success. The evaluation re-
sults show that the commensal sensing paradigm has merits when there are
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plenty of smartphones to carry out the sensing tasks.To cope with hybrid sens-
ing paradigms including the new symbiotic sensing, we also proposed a possi-
ble cooperative distributed sensing architecture in Section 3.3. The architecture
provides an outline for designing a new generation of smartphone-based sens-
ing system through three major stacks: the data sampling, the data processing,
and the message dissemination. Based on the skeleton of this architecture and
techniques presented in later chapters, a smartphone-based sensing system can
be developed for specific applications.

Contribution 2: Cooperative Data Sampling

Most data sampling methods for onboard sensors of smartphones are con-
ducted with a predefined scheduling based on learned behaviours of the con-
texts and the requirements of the applications. However, we argue that the
data sampling must be adaptive to the change of contexts to save the energy
consumption and efforts. The fact is that presented solutions in Chapter 4 can
meet these challenges. The hypothesis is if sampling scheduling can adapt to
the change of the contexts, it will save the smartphone and human resources
without loss of the sensitivity or information. Through experimental evalua-
tion, the featherweight context change detection algorithm presented in Sec-
tion 4.5 evaluates the hypothesis of adaptive sampling. The proposed algo-
rithm is based on the likelihood of historical sampled data to detect the change
points of the context. The detected change points are used as triggers to sched-
ule the sampling carried by smartphone sensors. Without loss of generality,
we show that our solutions could save at least 80% resources with the audio
context in our experiments. This is a significant improvement compared with
existing approaches.

Contribution 3: Non-deterministic Data Processing

We are among the first to explore the impact of the non-deterministic smart-
phone-based platforms on sensing, exploiting collaboration to meet the accu-
racy requirements. The contribution is presented in Chapter 5. Without loss of
generality, we investigate key elements that result in inaccuracy measurements
for audio data in Section 5.2. From learned models of the non-deterministic
measurements, we propose a cooperative distributed approach based on the
non-deterministic scheme, which divides measurements into subsets to weed
out the outliers. Through the testbed experiment with sound localization, we
show that the non-deterministic approach we proposed performs much bet-
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ter than others. The results also confirm our hypothesis; the non-deterministic
scheme can deal with the noise included in smartphone-based measurements
better than the deterministic scheme.

Contribution 4: Robust Data Dissemination

In many smartphone-based sensing systems according to our survey in Chap-
ter 2, transmitting data from smartphones to a central server or to other smart-
phones are via long-range radios such as mobile Internet and WiFi gateways.
Only one in fifty uses the short-range radios to transfer sensing data in a delay-
tolerant network routing scheme. The main reason is that Delay/disruption
Tolerant Network (DTN) schemes usually cause a substantial delay and drop
the delivery ratio due to the intermittent connectivity. Therefore, we proposed
the solutions for such problems in Chapter 6. In Section 6.3, we propose new
movement models that imitate the human movements. The models enhance
the realism of the DTN simulations, of which real experiments are costly and
troublesome to deploy. We also propose two new routing algorithm to over-
come the challenge in Section 6.4 and 6.5, respectively. The unified routing
algorithm presented in Chapter 6.4 can cope with the diversity of the HSN by
exploiting the delivery capability of devices. The location-based routing algo-
rithm described in Chapter 6.5 can deal with the mobility of persons who carry
the smartphones by applying machine learning techniques. The simulations
show the improvement of the routing performances and promise a potential
research direction, using machine learning for DTN routing.

7.2 Conclusions

While the first generation smartphone-based sensing systems focus on best
effort data collecting, backend and non-cooperative data processing, current
proliferation of smartphones has intrigued researchers to focus on sensing per-
formance in terms of power efficiency, reliability, robustness, and short feed-
back to users. However, designing a smartphone-based sensing system to meet
these requirements faces major challenges related to the battery consumption,
the diversity of smartphone sensing capability, the non-determinism of smart-
phones’ platforms, and the dynamic mobility of the users carrying the smart-
phones. These challenges are summarized through research questions as fol-
lows.
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Q.1 Data Sampling: How to sample sensory data using smartphones in the regions
of interest while not compromising the energy consumption and accuracy?

In order to answer the first research question, Q.1, we began with Hypothe-
sis 1: if a sensing application can piggyback on another application to acquire sensory
data, it saves a lot of energy consumption while maintaining the performance, espe-
cially when many applications run simultaneously on many smartphones. Inspired
by the benefits of symbiotic relationships of living beings in nature, we vali-
date this hypothesis by presenting a symbiotic sensing paradigm that is energy
efficient, facilitating sharing of resources, and avoiding conflicts among sens-
ing applications. Through theoretical and experimental analysis, the proposed
symbiotic sensing showed that Hypothesis 1 is correct. Details of the answer
to Q. 1 based on Hypothesis 1 were presented in Chapter 3 and summarized in
Contribution 1 (Section 7.1).

To answer Q.1, we also presented an adaptive sampling method based on
Hypothesis 2: sampling data only around the moment when the interesting context
changes saves energy consumption while still providing sufficient informative samples.
We called the adaptive sampling algorithm Minimum Active Duration Sens-
ing Scheduling (MASS), which can effectively sample data around the change
points of context that convey most information of interesting events. The key
component of MASS is the Frequency Likelihood Estimation (FLE) proposed
in Chapter 4. The FLE algorithm is lightweight and reliable to detect change
points even if the context is dynamic and complex. Details of the adaptive sam-
pling scheme were presented in Chapter 4 and summarized in Contribution 2
(Section 7.1).

Q.2 Data Processing: How to process the sampled data using smartphones in the
regions of interest while dealing with considerable uncertainties in individual
measurements?

We solved the second research question, Q. 2, with Hypotheses 3 and 4.
On one hand, Hypothesis 3 says that the quality of data sampled with smartphone
platforms can be enhanced by aggregating the data from multiple smartphones in the
neighborhood with regard to the same event. On the other hand, Hypothesis 4
claims that the whole distribution of data sampled with smartphone platforms can
be expressed by some set of model parameters. Splitting the dataset into subsets would
help to weed out the low quality measurements to improve the accuracy of the sys-
tem since subsets with poor measurements do not fit the model. Both hypotheses
are evaluated through Chapter 5, which present cooperative distributed data
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processing based on our non-deterministic approaches. In particular, measure-
ment data are first combined from multiple mobile devices into a dataset. The
dataset is then classified into subsets, which have distributions with smaller
variances and diverse means. Through a distributed non-deterministic algo-
rithm, the outcomes given different subsets of dataset will be filtered to obtain
the best results. Through a sound localization problem, we demonstrated that
using our non-deterministic approach would significantly improve the accu-
racy, for example, more than 200% in our localization experiment. Details of
the answers to Q. 2 are presented in Chapter 5 and summarized in Contribu-
tion 3 (Section 7.1).

Q. 3 Data Dissemination: How to disseminate the sampled and processed data us-
ing mainly smartphones while facing the intermittent end-to-end connectivity?

We addressed this research question with two hypotheses. The first one is
Hypothesis 5: each type of device in HSNs has its own characteristics with regard to
the capability of delivering messages through the networks. Unifying different types of
devices would provide better performance of message delivery than using only one type
of device. To validate this hypothesis, we presented the unified routing for data
dissemination that combines the advantages of different kinds of devices to ef-
ficiently deliver messages to their destinations. The simulation results given re-
alistic settings and models demonstrated that our unified routing outperforms
other well-known algorithms in terms of delivery ratio and latency.

To improve performance of message delivery, we came up with Hypothe-
sis 6: although precisely recognizing movement patterns of mobile devices is a hard
problem, combining a store-carry-forward paradigm with historical data such as the
user locations and contact times would improve data dissemination performance. To
test Hypothesis 6, we proposed an in-network processing routing algorithm
based on machine learning techniques. Given observations on locations and
contact times of smartphone users, we applied online unsupervised learning
techniques to predict nodes that can deliver a message to its destination with
high probability. Simulation results validated Hypothesis 6 by showing that
the proposed algorithms could achieve better routing performance in terms of
delivery ratio, latency, transmission cost, and computation efficiency compared
to the contact-based approaches. Details of the answers to Q. 3 were presented
in Chapter 6 and summarized in Contribution 3 (Section 7.1).

In conclusion, this dissertation provides key insights and contributions for
meeting stringent requirements of mobile sensing in the context of HSNs. With
our work, we demonstrated that smartphones are an asset to be exploited to
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meet application requirements even though they are not designed as dedicated
sensor devices. In Chapter 3, we demonstrated that sharing and exchanging
sensing inputs and outcomes, like symbiosis in nature, help sensing applica-
tions to avoid conflict as well as to improve the performance. We also demon-
strated that such symbiotic sensing can save energy consumption while still
maintaining a high probability of success in completing sensing tasks. With co-
operative data sampling in Chapter 4, we showed that lightweight and energy
efficient solutions to detect change points of sensing context can enable adap-
tive sampling schemes through sharing sensors among smartphones. With
non-deterministic data processing methods presented in Chapter 5, we showed
that neighboring smartphones can collaborate to provide significant improve-
ment in accuracy when using a non-deterministic approach with a problem
of sound source localization. With robust data dissemination in Chapter 6,
we explored the capabilities and behaviours of each type of mobile device to
disseminate sensing data and messages in HSNs. We also illustrated the effec-
tiveness in using machine learning techniques on user movement predictions
to significantly increase delivery ratios and decrease delivery latency. All of
the work in this dissertation maximizes the sensing capability of smartphones
to meet application or user requirements while avoiding the resource conflict
among applications by using symbiotic sensing.

7.3 Future Research Directions
In this section, we suggest potential open research areas for both the work we
have proposed as well as for smartphone-based sensing systems in the concept
of the Heterogeneous Sensor Networks and Internet of Things in general.

Non-deterministic Parametric Modelling

Although the smartphone-based platforms are non-deterministic, it is interest-
ing if the performance of smartphones can be modelled through a set of param-
eters given the hardware and software characteristics, for instance, the smart-
phone’s model, the hardware configuration, and the running applications. As
the first step to build these models, we have extended the framework that was
used to measure audio data presented in Section 5.2 so that we can measure the
latency of the audio round trip while logging most statuses of the smartphone.
The statuses include the capacity of the unused memory, the frequency of the
processors, and the number of applications. Once we obtain sufficient data, we
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hope to find a parametric model that can represent for the non-determinism
of a specific smartphone model or brand. With the learned parameters, the
accuracy of data processing will be significantly improved.

Symbiotic Sensing Paradigms

The symbiotic sensing paradigm is developed based on the symbiotic relation-
ship of living beings in nature. However, the symbiotic sensing paradigms
have not been fully exploited yet. With the rise of Internet of Things and Big
Data, it is likely that sensing applications will increase significantly. To be able
to be accepted by users, sensing applications have to be able to adapt them-
selves to the environment where the applications are installed and run. Nev-
ertheless, current mobile operating systems such as Android does not support
efficently sharing sensory data among applications. A cross-application plat-
form as well as sharing framework are necessary to enable the deployment of
symbiotic sensing applications, which can cope with security and privacy is-
sues.

Free Delay and Bandwidth for Locally Cooperative Data Processing

Cooperative distributed processing sensory data in real time within a group of
smartphones requires a local network that is able to provide high throughput.
From user’s perspective, extra mobile Internet fee caused by sensing processes
is also a main concern, which may limits the size of participation. In this dis-
sertation, we assume that we use a local WiFi network to exchange triggers and
data for sampling and processing. In practical, such WiFi network is not al-
way available and does cost Internet fees. Therefore, a local network that has
high throughput and low latency, but does not charge the subscription fees, is
demanding. Using the network discovery service on Android platforms is of
potential solution since it provides high throughput, low latency, and does not
consume Internet fee.

Cooperative Distributed Online Machine Learning

In Chapter 5, we have plotted guidelines to cope with non-deterministic plat-
forms using non-deterministic approach through the case study of the sound
localization. The non-deterministic scheme also can be applied to provide
inputs for a machine learning algorithm to classify an interesting event. In
addition, it would be interesting to apply incremental learning algorithms to
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the context of smartphone-based sensing to cope with the dynamics. When
a smartphone senses a new event that was not labelled or unclassified, it may
ask the help from other smartphones if they already encountered such event. If
not, the smartphone should ask the custodian with a list of suggestions based
on the prediction probabilities. By doing so, the sensing system can incre-
mentally learn the new event as well as solidify their knowledge about the old
events.

Machine Learning for Data Dissemination

Although in-network routing for efficient message delivery has gained interest
during last few years, using machine learning to exploit the capability of mes-
sage delivery is still in its infancy. In Chapter 6 we showed that even with a
simple machine learning algorithm like the k-mean clustering (KNN), the de-
livery ratio is better than other conventional DTN routing algorithms. There-
fore, it is promising to study more advanced machine learning algorithms in
the context of DTN routing.

Incentives and Privacy

One thing this dissertation and most existing work have not seriously touched
is the incentives and privacy for the users who participate in smartphone-based
sensing systems. To convince smartphones’ users to install the sensing applica-
tions, the benefits and performances of the applications probably are not attrac-
tive enough. Incentives such as money or game credits are one of the possible
solutions. In addition, preserving the privacy of users is also a key element to
avoid pushing the users away from installing the sensing applications. Sym-
biotic sensing also raises new challenges in protecting privacy of applications
and users since it requires to share data among applications.
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